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OPERATIONAL CONTEXT

Identifier
can consist of

Local
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Quasi-identifiers i

Indirect identifiers

Figure 1 — Taxonomy of identifiers

Figure 1 — Types of identifier
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2) ISO/IEC 208990f A7]% uv]Al¥ RX] 7| Table A.1 — Properties of de-identification tools, techniques and models

Al
Technique | Data truthful- | Applicable to Applicable to Reduces the risk of
Name ness atrecord | types of values | types of attrib- lingout| Linking Nnterence
_ level utes
QroflAl AZ§SH ISO/IEC 208990041 A7fstal Ql& wjAYH XX 79 Statistical
tools
S fofstd of2f 13 3-4¢F Pt 7]EAd A2 FLsHAT, 59 Sampling
L . . w _ . 3 Aggregation N.A. Continuous, All attributes Yes Yes Yes
&5 sHhomomorphic encryption)?t X2 Za2to]H A|(differential discrete
Cryp- Yes
: = s & 58l TOxlo s i
privacy) 59 1g7lgol A=l ot &% gzste RAS g% tographic
= = = o = = = o o]= ihisti i i
9_]» 7]%1 =z o]»]‘l»i‘ {v]:§ OH%o]J;] C‘g_]_y_ %}'Q_% {vl:gl ﬁ}‘\_}§ x]_,éol»o:] g:;tf;;)ntxir;ﬁnc Yes All All attributes No Partially No
53 =] o =3 Sh= e 1 Order-pre- Ye All All attributy N Partiall N,
graste yejz dojE R4L bl st slgeln, AR mejo) e | e | e | Gy | W
- . - - encryption
L B Hx Z=ao =249 S| EX7Zre. x5 orL =
H-]A]‘— 074] = E_‘A "E_‘:£7]- K] 0% Towm= _'_'L]-O]- ] 1-55_‘ Homomor- Yes All All attributes No No No
_ I phic encryp-
wiste] i Rg WEshe 7golct
Homomor- Yes All All attributes No No No
phic secret
sharing
Suppression Yes
Masking Yes Categorical Local identifiers Yes Partially No
Local sup- Yes Categorical Identifying at- Partially Partially Partially
pression tributes
Record sup- Yes N.A. N.A. Partially Partially Partially
pression
Sampling Yes N.A. N.A. Partiallya Partially Partially
Pseudo Yes Categorical Direct identifiers No Partially No
nymization
Generaliza- Yes All, subject to Identifying at-
tion meaning tributes
Rounding Yes Continuous Identifying at- No Partially Partially
tributes
Top/bottom Yes Continuous, Identifying at- No Partially Partially
coding ordinal tributes
Randomiza- No Identifying at-
tion tributes
Noise Addi- No Continuous Identifying at- Partially Partially Partially
tion tributes
Permutation No All Identifying at- Partially Partially Partially
tributes
Micro aggre- No Continuous Indirect iden- No Partially Partially
gation tifiers, and all
attributes
Differential No All Identifying at- Yes Yes Partially
privacy tributes
K-anonym- Yesb All Quasi identifiers Yes Partially No
ity

a  Ifthe data principal record is not included in the sample.

b Unless k- lymity is i using microaggregation.
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%4]: ISO/IEC 20889
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2) UDT Anonymization Toolbox
(http://cs.utdallas.edu/dspl/cgi-bin/toolbox/)

UT Dallas®] Data Security and Privacy Laboj|A] 7j@st v]Al¥H5}H
AnLEQojolt}. o] AnEQo] EFt EYPE ALEQOR AREE| AL
e AZEFolY J5oRE A8Y 4 ok A0l Ax, 671K1°)

M2 ch2 ulAEet JEe AFstn ok

3) Cornell Anonymization Toolkit

(https://sourceforge.net/projects/anony-toolkit/)

Sfol A Apwsto] BN AZESolR, chofgt B4R mlo] o
S 4 A & thekd Ciakgle] SAolct,

4) Open Anonymizer

(https://sourceforge.net/p/openanonymizer/code/HEAD/tree

>

k-0l e sluoR dojelg Quisielo] ulxate et
A Egojolct,

5) pArgus (http://neon.vb.cbs.nl/casc/mu.htm)

MAPEE HSsh= ufo] I Hojg g Aoty gt ujAldEst &

mEQofo]ct,

6) sdcMirco
(http://cran.r-project.org/web/packages/sdcMicro/index.html)

R 7]ute] u]Age} w2 adolct,
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Table B.1 — Mapping of de-identification ter logy to the prior art
Term used in this 150 25237 150 29100 1co Article 29
document 2017126], 2011 2012019, 2014111,
De-identification De-identification, Anonymisation Anonymisation N/A
Anonymisation
Masking N/A N/A Anonymisation N/A
F ization Pseudonymization Pseudonymisation | Anonymisation | Pseudonymisation
with controlled reversible
re-identification
F ization Pseudonymization Anonymisation Anonymisation | Pseudonymisation
without controlled irreversible
re-identification
d ion N/A N/A Anonymisation Anonymisation
Generalization N/A N/A Anonymisation Anonymisation
Differential Privacy N/A N/A N/A Anonymisation
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g 9. @ ANF TS 9t A% APo=nd
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EL oxpd A7 2HOE wmshs 7 9s} 1ot

BDSG& 20179 70 &7HAl= @ sHAnonymisierung)et 7Hg st
(Pseudonymisierung) 7I'd& 7495t i(§ 3 Abs. 6, 6a BDSG), 1
2 718SE 4T 49 BEEE Q5 ofg Ashke JiE 44
T

3 olgich ohe ojgatel ojujeh Pmof Hstelt sk oo

). 22y ol #7482 GDPRE AAlshes 82
018| 7| or B AR, X532 EANSHA] ofd Tt

(2) v1Ap8 Y, JyAn, JlRRE de =Y ¥% L WA &

J8

UM 2 Hieh go] FUoA VIR B0 Bt AP JE2HL
oIutoo] 8] ¥ 5 ¥ (Bundesdatenschutzgesetz)old], 22 we oH

Ztgsto] oist] dsta Aoy, o5 GDPR ol wg 2017
@ iAol oJsted =E AR QICh ot dgsAYMe ofidls] o
of oiet g8 Fa AT Iuof] ujAE A HlolEo E&s

BDSG A|28% 23 A350] we} stete clojelt AW B a x|
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7t © glo]H 24 ‘A4 (Forschungseinrichtung)ol|A] 48851 &
& JH(wissenschaftlicher Forschung)'of] stslo] &8 7153510, AW A
2]9] oje]E 4stal = GDPR AI83Z2E ¥HYstRitt. BDSG Al28%
Alegre W7Ee siHete o shadlpE e 24 o olgo] 2
< F55IY, A3AL Ale2 s1&EHA] otYsi, =4 o g2 g
9 Attt J2u ol FEA|2JALe] o]eo] FrFAQ] o]
AZrstA AlslishA] otystoof shal, QI W= 7Hgae]ojof St

T ololo] Flland)g Rt 54 49 Belets & dolens WE
o] Qlt}. 1671 #9] Elo|EHES
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GDPRY FA(c]l : dlolg ®3 dd, A 2F A, GDPR 5tojA9
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Aol wlAEe syele} BaAsto] BAAQ slolSatel FA|
2L EAfetA oldith 1 ghdl 59 AUURReA 20179 B
st 7t A 2]of] st XA ¥R A (Whitepaper zur Pseudonymisierung
der Fokusgruppe Datenschutz der Plattform Sicherheit, Schutz
und Vertrauen fur Gesellschaft und Wirtschaft im Rahmen des
Digital-Gipfels 2017)7F Ith. ZQo|A 7HgAe]o] #stolz L¥rAo
2 5 wel yge ARYTHL o BAL sty dojy
(anonymisierten Daten)?} 71H3}El  to]E(pseudonymisierten
Daten)o] Afol& g AosteiAl, 7tatel Hojel Abatel Heg A
Fotol AtgolAL AR OR ALg ke ARl ostol aEE 4
AT dlolE o] A3 g9l wrd gt dlojEl= dlolE A E

g 2 AU AEEY] o HolE s dFeHL FHIH
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Juto] gehris] #Rt 2ARE 20069 SLATSAFAA AA
St Y7doolm ZHQIF Y oSt wiH(Verfaren zur Anonymisierung
von FEinzeldaten, 2006)2 W] o] BEUAZE QIth o] FAl&

et YgS W] HiAeh 75‘01 BEE FaAle Yy EﬂolEi

—

>,\J
o,
in)
i
rlo
_ JO
ol
N )
o M
f_.
)
>,
o
g 2
J -L4
o of
ol
o = of
19 18 i o

-
ALEAE L #(Land)

Pseutlonymisierte Datenrung 4=) Anonymisierte Daten

Betroffene Person kann unter Hinzuzie- Betroffene Person kann nicht oder nur
hung der gesondert aufbewahrten oder mit unverhaltnismaBigem Aufwand
ggf. dffentlich zugénglicher Informatio- wieder identifiziert werden.

nen wieder identifiziert werden.

(224-1) olgstel dlojejet FtAste dlolefo] xfol

&*] : Whitepaper zur Pseudonymisierung der Fokusgruppe
Datenschutz der Plattform Sicherheit, Schutz und Vertrauen fur
Gesellschaft und Wirtschaft im Rahmen des Digital-Gipfels 2017
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3. maA

(1) A=d 742

7hQIe] ARt AbG B g Y5 1978 1¥ 6 AliH FHAL,
oy 2 X80 st WHE(Loi Informatique et Libertés, Loi n’

78-17 du 6 janvier 1978 relative a l'informatique, aux fichiers
et aux libertés)’o] Qsto] Fg=tt 7S HEL 19969 SHAS A
BRI QLAlS vHdsto] 20049 897K oAl Akl 4
ek 53l 20044 89 pge AARmel Apde YR
(information nominative)ol|A] QIAEMAH(donnée a caractére
personnel)2 7359 T}

7o WHe 201849 6Y 20¥ HE n’ 2018-4932 ChA] St AbH A
ot} Figel sa AR, HAAw ARz FuAelel xbg =

719 ¥ 3] (Commission nationale de l'informatique et des libertés:

ols} ‘CNIL'ole} #tho] ugre Zetstel 1 mgAS AL A
olc}. CNILE GDPR o|3jo] zusjgxons ud Jste 54 %0l
t}. CNILS GDPRO| m3r®l AAo] 9xle #shy] g od 2
A3 Afgre AgStL AR 9 AEAAE aAUste SO YnE Fct
T3t A 92, 28 9 547190 clojE W] Bato] AA A
B2 AZsto] 7190 GDPRO| met AP MU LR S AR S e
x5

.
CNILE 2018. 1. 23. 2E22{7} £45fojo} & “JJQAH WS E ¥
QA ZRA], HOtRA] A AAE xddsto] HdZ &

ZR|[GDPR A352(7)]"2 AMARACz 13 vpHog 1= 7}

o
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o]=2}Ql(Un nouveau guide de la securite des donnees personnelles,
2018)2 wrmshgict.

[24-4] CNIL 7§17 E HEobrtol=giglo] 32d

. Raising user awareness

. Authenticating users

. Access Management

. Logging access and managing incidents
. Securing workstations

. Securing mobile data processing

. Protecting the internal network

. Securing servers

O 00 3 O U s W N —

. Securing websites

—
(=)

. Ensuring continuity

. Archiving securely

. Supervising maintenance and data destruction
. Managing data processors

. Securing exchanges with other organisations

= = e e e
g W N =

. Physical security

—
D

. Supervising software development
. Encrypting, guaranteeing integrity and signing

—
~

ZX] : CNIL, Un nouveau guide de la securite des donnees
personnelles, 2018

CNILS] 7} R Belrtol=atele

Sy
|m
i
i)
1o
i)
Ho
>
2
o2
o
Q
=}
ae]
=e)
)

32%) 9ol NEH 279 HorS BN YT APH & L =

Kol 2ot AR a&s% opie} 71%g0] 4 ﬁe 2 9 7jague

st 3 siysl A2l A Y Mulao) A4F F|UY, 22, 7t
X1

2 &7
84 % 2AYS wPs }% 59, g8 =x 71%
< o R Al7le] AAAGuo] chat 7key 2 %
olgl et BASEY] 9AF J1&A - AN FARA NN HAE,

87t ZRA|A0 oot A DA AMASHL ck® 4-5).
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[#£4-5] CNIL 7Fo|=2elo] st 7]Q0] elA3 e] G
o us
dlolelet A2lg dojel(ZetollE aked, AA) 2 dlolel )
suhe B7g

Ztze] Hloje xj2jo] m2 & olshgitt.
- 7 ool Aejet Akgol ohet AXAY Aol A (EolH
a Al

15HA

o] Rt AN, B T &AM YR/R QA Ei v QA
229)
29 | - AE Jhseh BT 2 e AR
- ZF ™o didste 71E B AEY 2AZZRIEA, 9
o

/
3 | A= £A12 Wstn AZY,

49A | F71AR BobdAr AAge

Atg - A& APG(CNIL, Security of personal data GuidelineZt %
https://www.cnil.fr/fr/un-nouveau-guide-de-la-securite-des-donnee
s-personnelles)

a3 jgEE Aol & o AANoR HY & Yt 71RA Foa
T L S YFAIM 27t U8R JFWIE AT AN =
FEA BEY 4 U AINAR B YA ATICHEL-6).
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[®4-6] &=

Raising user awareness

Authenticating

Access Management

Logging access and
managing incidents

Securing workstations.

Securing mebile data
processing

Protecting the internal
network
‘Securing servers

Securing websites

Ensuring continuity

Archiving securely

Supervising maintenance

Managing dataprocessors

Securing exchanges
with other arganisations

Physical security
‘Supervising softwars.
development

Using cryptographic
functions

%A : Security of Personal Data, the CNIL's Guides, 2018

Aol AR BoteE

Iforrm and raise awareness among individusis handing data

Wirite an T charter and enforce its appiication

Define a Unique identifier {login} far each user

Adopt 8 user password policy conform to ur recommendations
Require each user to change his or her password whenever it has beeh resetiad
Limit the number of access attempts 10 an accoun

Define authorisation profiles

Remiove obsoiete acress permissions

Canry out an annual review of autharisaions

Implement a logging system

inform users of the implementation of the fogging system

Pratect logging equipment and the information logged

Organise the procedures for personal data reath notifications
Crgerise an sutomatic sessian locking procedurs

Use reguinrly updated antivinss sofware

install firewall sofware

Collect the user's consent before any intervention an his or her workstation
Organise encryption measures for mobile equipment

Undestnke reguint datn backups and syncheonisations

Requirs a canfidential piece of infarmation to uniock smarnphones
Limit the network traffic to the bare essentinis

Secure remuie access o mobile compuiing devices via VRN
Implement the WPAZ or WPAZ-PSK pratocol for Wil networks

Al access o tools and administration interface anly to quaiiied individunls
Install criical updates wihout delay

Ensure avaiiability of data

Use the TLS protaco! and check its implementation

Check that no password or identifier are transferred vio URLs

Check fhat the userinpts comespand ta what is expadted

Place & consent banner for cookies not required by the service
Carry out requisr backps

Store the backip media in & secure plade

Crganise security measures for fhe fransport of backups

Crganise and reguiary test the business continuity

implement specific access methods ta archived dats

Destroy bsoléte archives sscurely

Record maintenance in a regisier

Have a responsible person from the organisation supervise work by third paries
Delete the tata from al hardwore before 1 is discarded

Add a specific clouse in the contracts of subcontraciors

Orgerise the restitution and destruction conditons of data

Ensure the effectiveness of provided guarantees (security audis, visits, stc)
Encrypt dats before sending it

Ensure that it is the right recipient

Sénd the secret information separately and via a different channel
Restrict acciess to the premises via locked doors

install anti-intrusion alsmms and check them perodically

Ciffer parmmeters that respact the privacy of end users

Auvoid comment zones or supervise them sirictly

Corry out t1est= on fictianal 6r anonyrised drta

Use recogriised slgorithis, sofiware and libraries

¥eap the secret information and cryptographic keys in a secure way
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CNILZ 20159 WP 290] ol@a} 7|40l that oA S AZstact
(Clinical Trial Data Sharing: Methods and Experiences with
De-lIdentification). 72 97AXA = 7§91 E (Personal Data)?} ™3}
€ dlo]&j(Anonymized Data)g #2589 ot ¢, dgsetd do|
Ele /NP EES digo] ofyeta stHA L, of2ish QlAle 71gate
(pseudonymized) FEE= AYFE2 AXst= LF/FE HE 7Hs7d0l

9182 ARSI UrH1Yd-2),

Anonymized Data
Personal Data

(Z.&4-2) Dichotomy between “Personal Data” and
“Anonymized Data”
%A]: Clinical Trial Data Sharing: Methods and
Experiences with De-Identification

GDPRL 7J91A B o] EWst FE|& 7IYgdo]Ef(pseudonymized data)
EAstith ey JhgdlolE, olystd dlolEft JiIFE ()
£ 9ot 7Ig 412l (Pseudonymisation)i= 7HQ1 HlolEIAl U]

Ayrsos 1R 448 OE 402 wAsh 2e ool
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Anonymized Data

Personal Data

ejeq snowAuopnasd

(Z.™4-3) Blurred line between anonymized data and
personal data
% *]: Clinical Trial Data Sharing: Methods and
Experiences with De-Identification

ZE =227} 7§QA B (Personally Identifiable Information)Z A|73}
of odYsts & 2= UR|T, dWste 7MY SHPseudonymization)Qt
chechag 4-4) 71PARE ARE oWREel EANstE A 9
sith. ZF9A R ods] AuAA Aol J15la cheret HolEAl
A 9Ag sl8stoz 23 oygue 55T 4 Yok YAel:
HusAE AE% JhsAol 202 AgERsy A He WY
ol gt

doleio] g, od ThsA, FR7H54S Aishe ARezs o
gol Yoz ALgst] ofwim, JiQlel cigt eolut iy U Aulal
So Agt 2272 E9s] AAT 2+ e dido] oyt & &
ATt

_73_

Anonymized Data

Personal Data

Pseudonymized
Data

(Z214-4) Anonymized data # Pseudonymized data
ZA]: Clinical Trial Data Sharing: Methods and
Experiences with De-Identification

(2) vjAlY Ay owAY JlEAR Jdo] =9 sk U ¥

m
fol

18

AEE S0 et gut WEL 1978 AS A" HEZ|%, TlolH
oy o /\]ULQ AtS®(Loi Informatique et Libertés) o|ct. ZHe ¥HE
oA o3} (anonymisation)st ©ol2 A™A oz Ho|stx]L o
gt 131‘4 BEA AL ot Holy X2 Sole AEFAE AA
i PEAog Aol EbssloF stetal st it &
BE= FEAAL B AR 'FjH o oifthe BE SU'S
Holle o o ApHQlo] AEE £ Q=S A Eojof Fhr}. o]2ist
tlolel ®ale] ARl EL CNILY 2010¢ 7R Hot Jole=
2}Ql(Sécurité des données personnelles, 2010)0] HA|E o] Qlc}
ol=agkole u|7FA olWsHirreversible anonymisation)?} 7} A
% 3Hreversible anonymisation)& FE3tc} W]7}AA Q] Qs
A Y gACR AHEE BE JEF A7st RAEE E7Hs5H
= 718, 7leixol oWsl 719(pseudonym)o 2 ChAsHs A=

o},

o N

)
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g
rok r[r
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19789 AAE A2, ©d Y Aol Td HEL 20189
GDPR ¥ 7JAr¥H(directive police-justice)2 A -8s5t0] 7N tHLa
loi n ° 2018-493, l'informatique, aux fichiers et aux libertés). 1
of ot stol=atele 20184 AVFEIICE 20189 AR stol=etl
(Les Guides de la CNIL - Edition 2018)2 go]g] ¥Wol @12 wat
She ZlUdE He 9§ mRI3 Eb Aujac) Mrje $EE ol
B A5 Q. oF|FA HdH(EA Ev 59 ASA), 71599
g}, dlolg 248}, 7la(¥ssh) & F&sto XY & 4 Ao

U

2) ¥ ol JH

matAoflAl= CNILo] DPA(Data Protection Authority)e] &g 4
gjgict. CNILO] APSQS 75k tloly A2l oh3ut 2o

©® 339 oloo] Y A2 At Wio] CNILo] 3¢l st ol9sh
AR AEEE 4 UAEE A
@ AAYA HolEf A2
® AR A2 (g9, oJshld E= X&/ A& oigh
OJAF == AAZSIALO] AAFh A= A )
@ ZUIAMS|H S (social security number)?t Z3HH dlo]g 2]
(A S sl 33718 W LE&Re Ho] o] Mss A7
& Hsho] e 2A2 A9)
BITE 2edRt HolE el A2
Ha, ’:_]Lé.‘ T BOrERAIL #Y HolH AN(HES dimst

T ‘o )
@ 9y E= Y APl g APl Wz Hula E: A
I

H2 02 SR grEolal lolello| A A3
@ 9steipel BABor ofe} R U oY WY Ei BEY B
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b EE 2AE 93 Hole A2
@© GDPR Aro] S§=39QJ93]o] mAFA|2UAgHStandard Contractual
Clauses) == Binding Corporate Rulesol] 473t &85t &0
olole] w2 MTetx| Qe EU 9% 2rtzel doje A4

¢ A1gol PAlsh: L7t AdPet= CNILY| Solgiidolnt. o 2
FE7)e, dolend d AY AApHE FAIStL

(3w

—_—

SER-ERELE PR L ER Dt

1w % 7AR R

g AEe eus AANAE 2o A2 AFe, el o
YA s st 259 J1e L welA mAle ARE dolg Ae
£ HAEOR E AE0l Ak olg WS Aol APy we
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o

_76_



olgstsz] A FEd AR 57 oyl et 2

@ol2] gzt 7|20 =g

(e
@gstd folEAEe] EAZH HFES Frleln
A2 AIBE A 2@7PLGETAI S @elnsl 7122 AAlstL
bFastx] g2 FHo &= @ils3t BE HolE A~ HEGSH]
[ ] (B7) clolEl, 2wste glo] melwisl @ mA= A=
@AEAL 9 Ak ALGSHA] HAHIE) LS 7 s
U ws A AT A (eHolE ] §-87d, QIAIE

B, 3AAL URA 52 1

2sto] olgalr|2 Mg

(24-5) olgst maA A
A& A3LAl A (CNIL, Security of personal data Guideline &
https://www.cnil.fr/fr/un-nouveau-guide-de-la-securite-des-donnees-
personnelles)

WP 29 9]74(2014d 5¥)o]

ST o] U HF2A 2

st 2 @). o8 Aol H3 7I1E FolA T 7|
SESHA] Zetdd Jdjoict AR E-S Brstoiop ot

©

3 201%(Singling out) : A} Lo HOJEME UfoflA gt

o
2 HFoky & PP

MAs A2

@ A7Z3}7](Linkability) : 7§13 A HI=S b2 Hojg A
E(zgdolgyo]2) £ 79 2 & 719 o dlojEHolA
EeF AAsto] Qg AE F 2 AT

® F&sl7|(Inference) : 4FE 52 HARAY AAY oA
defl £749] HE /5L AT

@ do] 5187155 Brr Atk Ag d5oh7] Hg AMAEst

4%
o
N
—_
o|r
oL
N
-

D

93 (re-identification risk) &

g e 9 O@ Al 7Ixl ZlRee] el met olg A
7199 A oFdS A Aotk Al 7HA] 71Ee EEFE 55
sede Aoz © ogAel Holatn & 4 Atk @¥o) ofoj:
PESY AP GO A Thsol 2 AN 40 T
T RAEE AR 1) o She £24o] Hojof itk ojc

Is Singling out a risk | Is Linkability a risk 15 I:f:’::l:“e
Pseudonymisation Yes Yes Yes
Noise addition Yes May not May not
Substitution Yes Yes May not
Aggregation or K-anonymity No Yes Yes
L-diversity No Yes May not
Differential privacy May not May not May not
Hashing/Tokenization Yes Yes May ot

(Z.”4-6) Evaluation of the anonymization techniques
%] Clinical Trial Data Sharing: Methods and Experiences with
De-Identification

2) =9 A

E5%F "yl z0] go]g&|2](Processing of special category data):
SAEHAYR). SR ohg wAIRE & st AgEE Aole
AP AR Mg & & des MdAEolof ok oAl E At:
ojct.

@ dlolE A9 BAIAQ &7t e B¢
@ 9% o3y Y 1.8, AE] WA 9 ARE] B AlweAte] He] YA

S ol WRF AY WY Ex Ox GO A%



7\}0:]0]_] %Q@_} olole wasly] 9af Wast Ao O 9 AT M2 FAA01Y 2E A@A(link)
@ A|FHY Atsto|A EA v|dda] T} BEo] 9= Ao @ dHlolE7t 24 = W2H(context)
©® A7t giolg FAofl sl YAz 37 © NAP LR & ® dHlolge &4, &

3l WA 98 W% UL o]
Hol Ur A Lx

o

H
/g
Jm

ofr 4

HEY o877t AE Al AR(FRS MER =40 & 7}
® WA Aol HA YA BT who] Tl wYo] WiH L9 sy stote dsllg @745k 2ol A ¢ ofdg: Zle Auld)
Afste A HMalrt Wast Ao @ M2 Hlol8 A& Sl tlole £AE s ¥ 73t 2t
@ ZPste =Zmol A3 bR zx|o vlst AY == 3] ® g3 £ 7t¥S =edshs AR AFAFAY EAAE
= ol Z7ste] AAAQ ¥ olds olfz BeT F&
® oy == A odto] WQFt AR Aol 27 L Wy} 9 A 7Y BYgat dRstiM= sig 7Rl sl APA|
B8 AT, A7 B AR BA9 Ay Bv 20 B AR Ao A o OlolE 9] QY als uasto] A HZdw ¥y 7Hede Bt
AR U MqH|AQ] Tajof Ch3t &2 stofop gict. CNIL2 GDPRoO] Zxshs ClojE{ES FFP7HAIBDE
© Aol izt A4t =74 AdezfE HestAY BH g (7), A& (84) L (90)IE $Isto] GDPRo] AAlsh= ZHQ1E R F&FH 7t
A oz AE D FA Ui 22 V&S B Ad Zo] ¥ o Ha54S A8stol ZAAQ Holy 2z JFYrre dFstuAt
Z ¥z gdo oist 2o] o]l o]g2 WQst A HIEE JFE7E ARAANE ASSIATHCNIL, PIA privacy impact
359 olol, e Ee AP ALEA = AH89ER(1)ol] assessment). FAHO2 WIHAIH, ofeff sy @Qlo] s e WH
A ARte] Gg AN Aoz Byto] Wagh ¢ Aol vlFo] AAAQ FIPt 8YE ofoF T

o]x}A =AS 95t & 2|(Processing for a Secondary Purpose): O 7IRIZE 24 SR 71 M2] S5 Ato]9] A
HelEE Ae 28T o JEFANA &9 U] g2 M2 &= @ MAREI SR wWiAT 2 71 Ao oist JRAA Q] &
EA0 2 folHE AREsH] gt Alojth. o]Atd FAZ QT A= 2R 71
=7}5t3 QIA|UF ol RO 2 BRASH YxlTF AFEEC} ® MABEL 44 D FEZA oigh F7F A2l 4T
EARtRe Ze olyA 2y W (anonymised data)= H Fofo]A @ 7Hgre] ATt A wAsty FEFAAA Al 29
nZE5 ARE A% 9lo] NEe 7H01K4££§ SRS A7stn ok g IFE YRS Al ATES7E HE FREA]

Q]’EOE AH71—0H}\<]‘— o 5.4131 _/'\_
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Description of the
envisaged
processing

Assessment of the
necessity and
proportionality

. Measures already
Documentation B
envisaged

Measures Assessmentof the
envisaged to adress risks to the rights
the risks and freedoms

(284-7) PIA 2385 93t ¥R Z 2 A
&A] : Guidelines on Data Protection Impact Assessment (DPIA) and
determining whether processing is “likely to result in a high risk” for
the purposes of Regulation 2016/679

(4) W28 A E- dyyno 2§ ¥ L AR 24 Y

1978 AEAY], g Y Aol ¥ HES A M-S ARG
7F 2016 Ux|E3st=2H(Loi n” 2016-1547 du 18 novembre 2016
de modernisation de la justice du XXle siécle)o 2 7JAE iCt.
2016 HE2 559 olut HAY DB AHFINY, SR AAL
£ 99 dsstE A2 518, 24 Apdngol gi Agze W2
glo|g] gto]d-& 3Lt https://www.legifrance.gouv.fr/eli/loi/2016
/11/18/JUSX1515639L/j0). FE Z/fAQA0] W= Ton= ojetuto
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{t o7HA] HEIQt. oE o s &
719471, %’-—?—94 2HAL 5 AAZE ARshHs dUd gRE ZAlos
GDPRZ =uioz A&stA ¢l CNIL2 2016\ 6U5E ClolE]
o]5/J(data portability), Hlo|&] B3% GG, Holg B3 FFH}
2 5o digt 370 dEe AlAstlet. 12]i GDPRO| AutE #4
St 7]E0] ngA dlolf HERE AA/dschr] ol HERIL FEs)
= 23 1A 5 s tHhttps://www.dataguidance.com/france-cnil
-takes-pragmatic-approach-gdpr-enforcement/). £3] A|xjet HAsto
w5 ol Batd= F FAER0| Wit et WA AAA LA
o tigt =95 3t} S¥s] WP 299] sl FHAY FL=5 <ol
TAE dLsH Ag & 5 AEE AA0A ded JIEE sl
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oy 20181 GDPR @xle] Epgbyat gaiy(uleld, =ga, o
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4. HAHC

(1) A=d 74

2016. 2. 17. BAS PEHL DE FUUK Cme} AIRL
QESE 74 URIES FAstel WAS Yo GDPR oL T

L

517 stk L A3t 1999410] WA dlo]y B S W (Henkilstietolaki,
523/1999)2 WA= 12, 2018 3Y WTte AEIL Akt dlojE BS
]

W 3 T HHHE 9/2018 vp)o 8
= &3h EU Yol Rl SES2U Z2AA7t

N

A
2 3 SAME, W Ex oAb A7 E:

0% Waolz 2ystn 94 A8t GDPR
co| 27h Aol Bt £e xAL 3 2t

i1
]
of.
Olr
o,
o

GDPRu} aJste] Mgt 5

reg Sagete dolE Ae)

b esich Uobt Aotsl weke A8 s ool 389 ol

e $7% =2dg 9

GDPRO| me} dlole] A2lg 91547 249 AMHoz A8 shsd
N

olct.

e
ES

O© L& SFFoMY TR Aol tigh dAFH A ; 20099 34

NAE MAFEAlT2to|HA|H S5 ¥(516/2004; amendments up to

125/2009 included)& 2712 ddul¥ FE0U IdHIEE9 @

GES N W AL At HYOIH 1EFIL MU oY
+

< BSHR] R
of tigh AN2Es
kaannokset,/2004/en20040516.pdf).

@ GDPRo] A3} ® Fol= AL TP HA2|of tjgh
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2 Qlch ohEb 441919 o2, SAAZL, HR
4G 4 A ¥ oA Ug
MY RUE, 71edA L Y AR

5HA A= tH(http://www.finlex.fi/fi/laki/
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£ RS 5 Jlge ARYRE Aeish] Aol AR uAelgd
Ajo) o7 A9E Folstolof Fch AWPuL 7Y Yuuel
RMolxfut Aalat 2 9},

® 71ge AuyuAe olget WAE wxe Wolstn 2zAh
DRAE i oAl AEARA Y Aits wAlsot s},
E AEARPE AP B9t Buxs Z2A HmoA AlEsteiof
stth(516/2004; amendments up to 125/2009 included, A|13%).
P o} 97 AltozAl W% dlole], Flule} A U L8RS
ooz o AApele) WHel ok,

@ 7NAALHS S ol S5 Tlojg WH - HAELE )
Hs ANajo dATH Agte Agsta =, MY ®o =29,

duisoz FuEAY g AU Aest

Pa N

<
>

rO

(i

Sofgt X2 & ot Xrt Q@ EE Ao
£019] ¥ B+ 9RE A Yt 4%,
‘/'\__

Ayskr] Slstol HREA] Aol

4 2 oX ¥
2

=)

3 s Ex §AH 9ipo] Bxoz Wa
FeAuIA 2 oz Hoo] B4 BEA Aol

® Aol AHREE IR EE ARl Tt RO =etEA]

2
oX,
o

grch a7 doleel: Ardhye J1E 2 AP Ei sle A3
of BT AuAbt 22E 25 7] B ol2id Sy w
9 YuE /JAYEe 590 GDPRY FO(H4E AIFE HE
g oA AAYEE AEEAY Y bsd Adl B
BE YRS oJujdich AFAIL 53] o[, AW Wa, 9IA| Hole]
el AEA B AAE, et Y5 BAE sh ol @
Ao} e AMAE Axmstel AW E- A0 AEY 2 b
Aol AT 2EGT B3 SRR, AR, AAA, 23t
H Ex AS)H FAME A BEY AR Qg

® 17w dolg Aels 94siA GDPRO] BAHoR Ugelx]
e 574 B2 95k AYWA dolel Ml sAskn Ack. o2

Sol, BYsjAe BYsAlY] MY AR © oF 54wz
dolels Mg & 4 9tk 92 AulA MBAL oleh GARGH §
= l:ﬂ-o]»o}: oH:} —l o]ﬂ 0}5 EﬂO]E1 ﬂel H°} 131\1] o:]a 7\1]
AT A, vlo]Q HEZIO] R4, AZEA W =@

N

—_

%

FHAT WP 29 oJdnt A Fofo] JEE AlFshe Axt #Ad
2ow #HE(http://tukija.fi/en/publicationsl, S22 1 4-7 #%)
= A&sto 2018 7120 ARAE 9% Zhol=2el(Finnish Social
Science Data Archive, Data management guidelines, 2018)o] ¥&
=t & ZrolEeRloA = AlEA R@Z HEotal, 2 5ol AA
& olmst W g Ak ot

a o
\_—rv_‘

i}

[®4-7] 2

e

s o
2 d

o

=
E =5

= Medical Research Act (488/1999, amended 295/2004, 780/2009,
794/2010 and 143/2015)

> Government Decree on Medical Research (986/1999, amended
313/2004)

= Government Decree on the Amendment of the Decree on
Medical Research (65/2016, only in Finnish)

= Government Decree on the National Committee on Medical =
Research Ethics (820/2010)

= Decree of the Ministry of Social Affairs and Health on the
Fees Charged for Opinions of the National Committee on Medical
= Research Ethics and Regional Ethics Committees (1168/2014)

= Decree of the Ministry of Social Affairs and Health on Clinical
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Trials on Medicinal Product (841/2010)

= Decree of the Ministry of Social Affairs and Health on the
Compensation for Research Participation (82/2011)

> Biobank Act (688/2012)

= Government Decree on Consent for Biobank (643/2013)

= Decree of Ministry of Social Affairs and Health on Notification
of Biobank (649/2013)

= Act of the Medical Use of Human Organs and Tissues
(101/2001, amended 547/2007, 778/2009, 653/2010, 336/2011,

689/2012, 277/2013)
Atg : ARA A (http://tukija.fi/en/publications] &%)

70 TR
RSy | - AN =] S
of= Aok gtk 2] i AlE/EE NS B 7RI AIRIA,
AR, GAA, A, 2otd Bt Alsls ARG S s of
Hol aqlo] 7|xstel WAT & ok B3 A2, A7, BE U I
Hero] matslch 9 slolselele ofefet 2ol ciaret Yol AWA}
2 UdstEA, T RS AWAAL P A 2 2EApEat
2 pReln, Aeleb MY 41 o= AR A2i(remove), 71
© 2 H7(change), HF3Hcategorise)S A|A|SHt
@O A& Al"xH(direct identifier) : 7]Q1S Al¥s}r]o] F23F A E
ol JRlel 49, Abe] BA W, olgo] Ey © oliY Fi,
A QAP E(RZ, = olu]x], &4 WY, SA] A0, & B
= s A9Y).
@ 7FsF 7P AQ1 Al¥RH(strong indirect identifier) : 8] A AR QL
AFolt A9, ol E2 AW, @ ol 3 Al ARske 4?4
s)43h AR, 89} ID WE, By Ex 2 Asws, AR |

EFN
® 7PEAQl A¥xHindirect identifier) : Uo], A4, &, Y
A, AAEE R AGY A9, A8l AR A9, ey, 4
AEgeE], 23l AXA WY, A B A W oW W
Ao, A BAlL 35 AE emE4, MepHE, AFsew
ANAETE st AAl UG, A Fa
@ VAL« 2 BAF}

(24-8] AEA QYT st Py

nier e o M

identifier

Personal identification number X Remove

Full name b3 Remove/Change

Email address b3 X Remove

Phone number X Remove

Postal code X Remove/Categorise

District/part of town X Categorise

Municipality of residence X Categorise

Region X (Categarise)

Major region X

Municipality type %

Audio file X Remove

Video file displaying person(s) X Remove

Photograph of person(s) b3 Remove

Year of birth X Categorise

Age % Categorise

Gender X

Marital status X

Household composition X (Categorise)
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Occupation () X Categorise

Industry of employment X

Employment status X

Education X Categorise

Field of education X

Mother tongue X Categorise
Nationality x (Categorise)
Workplace/Employer () X Categorise

Vehicle registration number X Remove

Title of publication X Categorise

Web page address () X Remove

Student ID number X Remove

Insurance number X Remove

Bank account number X Remove

IP address X Remove
Health-related information * (x) X Categorise/Remove
Ethnic group * (x) X Categorise/Remove
Crime or punishment * X Categorise/Remove
Membership in a trade union * X Categorise
Political or religious allegiance * X Categorise
2\?;{)2?55':%;0” CiTUEtoL (x) X Categorise/Remove
Need for social welfare * X Categorise/Remove
Social welfare services and

benefits received * 2 Categorise/Remove
Sexual orientation * X Remove

E

http://www.fsd.uta.fi/aineistonhallinta/en/anonymisation-and-identifiers.html
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¢ 7tolEgtl2 At dlojEo] tigh FAIFR]l et Teol &
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j 4 =
oeate] A WAl BAL o7 AEAE

3 9l =43 A
AALE dolelold AAst: Zolch RE ¥l dlolelo] Myt
OY olHet 712e gk ekt dole Jl%, B3 U SUES
wefste] a4 AllER AEElolol gtk dlolel: ol ‘Lol

r2
ol

©, dolg A9 4 U dolelrt ALgE: St whep olyst
2 3

% olEE AST 4 %t WYe Tejsiol

&

% 4 At wue 2
QA ofcioll A ALgSHEA], 9o] ofE FA HloElS ABE 4 Ut
A, dolele] UAl AAPELE oHIAE ngstel AYHS AFA
Astn B o@st 714 U zeAAS BAsklokt RE oY
s} 71gole AR @AY Yooz dolg Ui g840] njxs
e sAlsio Ak 7k Lkt Fole S Wxo| ojds] WAS
AAY 2 YoiE BAP} Ho2 Who BE e WxRssle WA 2
o TAZ WEsh] oA st WAlel ook farelet mah WMo
PEG} UUA] FFL 0”& Q] W] BEAL vlaA e
A9(1% olehol -85tk

9 slol=atele AgANAL U PR AEALE At e
oz oyt AL A9 WSEL AMATh WPAEAY 29
A gu 2Fe st wue dee shed 9 Foh 2AbL
WeAS ARSIt 245 O% 4YYS nefslo} Aot olF Sof
dlojelo] 23 © AR ofE EAOIA AST 2 A dolEE 2
Defsjoldith. e A FNE AMBSHE A9olw Jjle AME
4 gles dolele Meso dict

oln

12 NAstA 2As o st} wiH

NE, AR, 2%, A 3

A7brtel At o] thet ARt A7o] FRsicHA Atelater wa
o Ale) ARE BRoo} Atk LeRU(BHTY, £A9 o AolE )
oA B 4 9t FRAA ol FF| Y AAD} WAL LA Eg


http://www.fsd.uta.fi/aineistonhallinta/en/anonymisation-and-identifiers.html
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B3R ojHats 9lsh AR AEALE AR Fol dolE o)
ARt RE FASHD ol AR UL ART & YAl FIisor
ek e B8 AR O3t o AMAs} WA Bt eud
Zto] @ H7Hresidual risk assessment)s F7|F 02 £3885t= Zi0]
5982, oldo] olgste dolEs} A2E olHor ol LAl
st

o}

bR 9l AA glolglo] W]zl m2A)
3+

® ol F5o) AWAEA Ex YANEAL olefo] masof

0157]-'?
@ tlolelo] AL S5 Zo] Wake|LI}?
@ dlojEle] ofE Hurt 7ol AHalr] el ARY & A7l

@ ot Ex0 AR Holeo] Adstel Aol JbsEl?
® ol@ataelolAl Hlolo] o| S4o] 84w L}

20144 59 wRE 9T WP 29 oJ7iAo] ma} ofa) s}
7122 A8sity. o9& golgjo] Ojst <A iHAnonymisation of
quantitative data) 7]&2 =2 dYtSHgeneralisation)?} FAH]sH
(randomisation)?] & 7HX|E &85t} Avtel= JEE v7tdAog
ASAY Bl FA) e dRsAL 2 gonA
F2 Ex AL S MEE Zlojch BARlsh dloleld] e e 7t
sto] BEAA S =71A]7IC)

AA d)o]gje] 2 HsHAnonymisation of qualitative data)?] &+
o
=

2 EHAE folEAlS Ayog utel 7o g A AVIAIY] A
AR Be 9 uiEEE 5 AMEAT 2FE U HolHE AAshe A
ojct. AEALE AASHAY AL o clolElo] st BE HAANGE
‘1‘%}61 E*lémr HAEY &2 (MY HAE] B& ([HEY HAE]]

7143t 7go g2 o]22 vpl= % 2](Replacing personal names with
pseudonyms)o|t}. o= AIEAL &5 AAlE mi7HA] HlolH A&
She 7ol oplnh. AZgH PAME 7tHeR vl A2 AA4A doly
oA 7MY URtHoR AMREE Z]soltt. A4H 2 AfnzAE AA|
01]1\1 7}‘:‘10 Aeistal ARgsh= O Qo] A FRIsHof sttt 2&
& Qe AN EANE DR olF 2 VMY 55
. 47 72 ZRE Elolgo e AFEE ofof

o
g olgg gyoz mga}% A% olge BE AASAY
O
E T

@® 1 5HA 25 (Categorizing proper nouns)

LJ tlo 151011*1 OJ% i Ues ARl FQa7do]
e AIREES A JIEE T Zat gloh olE2 (A
(0781, [974] [AHl], [eHA]LL [E&, o4] [o1%, d4D= o
ARt £ ol ZHEIL(e : [&A R9] [2Eet], [2F])
oF HiAE £ Aot ArFRC] AFEAY ElolEolA] M AE
|
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@ =271=AC F(Classification of Statistics Finland)

[+ AE] [A19] [0R2] B2EY] s 22 &
1 #0= Gl AZRAZE WHAIR] 42 2
o v ER HAE 9l Hlojg RRoN AKX e TR
Z S AAlst dutrdo= oAt

@ AEC W7 X A|AH(Changing or removing sensitive

information)
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® bEld|o]E] A|7#(Removing hidden metadata from files)

[2a

ogst WOl oprtols melo] AL B 4 Yt &
uletclol izt marElol QA st Zlol Fasih &
olet dlolel: AR N YXAGA B ALgAH Z2uo

b
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H2 Sgdd. ehHolg s 0de UE W A

(2) WA e, gy, JtYRR e £ 3
D ElA xR0 =9 W 2 8

20179 109 WA F¥L A AslH dolee) 2 BES 9]
st HE(FI: laki sosiaali- ja terveystietojen toissijaisesta kaytosta,
HE 159/2017)& 4% AIgrsiitt. ®ieto] mx2 &7, A+, 4 %
Mg, B8 R AT BHo2 AF U AR dlolelo] o]z}t 8o
203 @40 High golg XN2ls gjdez HaAlZl= o AUt

TARY hgoz gEuA doleet ge =

°
P QARE WA - A A8 £b §r8sos A

—{>
oL
o
I

O
jin)
L
o

Ir

zole 9a
emw wEE 4 olckn gt shAle GDPR M5xo] wAlo] u}
e} 247 2@ Ajdolele] BE AMelage &9 A Wil @t

714 1 Fd=(licensing authority)o] {17} % }94 glo]g 9] o]xtA
g8 HAd goly 9482 A2t s7HE gtet. olnff ARE =
o] gtxo] foje] @& Wi, o EﬂxliEMW oA dlolHE 7t
Ao tlolHE AR HAL A ¥ APEA ¥ AEstojof St
4-8).
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Request for licence or data
via an electronic system

Release of data

anonymaus data

can be released as such
«  peaudonyms / identifiable data
into a secure environment

ala fo the carvion operator

(234-8) E}Olﬁi 4 Holgg d= WY
% A]: Government proposal of 26 October 2017, Ministry of
Social affairs and Health, Finland
(https://stm.fi/en/article/-/asset_publisher/sosiaali-ja-tervey
stietojen-tietoturvallinen-hyodyntaminen)

2) =9 AR

PP EE Qg 7raEch Apgo

dolel Aol WAl 27} Qe A9 A b5 dojelete wak

Aol AR 4 et Aol Aolsts A9 T AlEdHe oAl

"Asta, Aol st

¢ 2

7lola IDE 7HR|AL G Aol FESHAITE AFEHLE A AR
Hlol8 & dAZdste d A8 4 21% 7l(key)E 7HR2L ot dBol=
717t & ¥ 39 =Ytk sig dlolEle gatd Zlo] ottt 71gst
© Zlolg], 329 A o]F FY(double coding)Z FA0|A AlEA} AL
2 9= ol -85t
18-S Adstke o AREd 9 Quiet 7lzol Higt e 7Hgst
tlolgje} =AA - 7]eRog Fe|E|o] glojof gtof. RAIA EA|
73 HO A ANA A|gho] WS FAE |

oMo

7+
Ly ~
AR 2ot dlole] A % dsst 2e Folck

QF H
BE(G=E 71, dolg % Holge] 7t Roo] AREH &0 ofgt

[ 1 Rt}
i
)
ﬂ:
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Rt sed shY dolelrt ogste s Walolch, FelH wow
Y2 dlojelo] AAT 2ok A9 Yo Az

A7 Aoixto] WA 2 o, HAPEE Mejsts e 2RI
e AlE, 185 EX dRolA SAHE A 2L JlY Aw
of =g ololgch webi delel Aol Adsl A
Aagsoreict. dlolelg A2l @ uf clolg A4
we) Aol AAE ekt ot WAlS g
olck. ol@sts dlolEls st AAEE & Al WELE F A
o], Was AL ool Bt 434
sl msg 4 9rk

o o4 ATE 49 T Wast g dolEt b 3 wel AR
sob BT, 7k oS, Fa& U JIEF SARE AMEAR o oy A7
2o @ A9 = RSOk sk Aj9l Aled

A

o ol Wastal okt Asiol ik,

.E,L_
o
g of
_k?ﬂ
a
i)
o,
o

I

=
fo
i
2
oo mln

stol Hlojels AZdgt

'

(3) ulalg AR Er ogguol 8 AF L AAR 27 WY
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T2t olytg|u](Academy of Finland)e @B xZ Al
AL Ao ol 4 Wy A dolE] wAES HdYs sk
dlole] HejAEL A3 Z2REJ HolHE AL AMEshe
I A4 &' 3 dolEIt AFEe] o AdoA AEEs W
grct. Hloje] B35 U ot HA oy £¥R7] &
gttt clolg 9] xjAgolst e fAH FA o]Qo =

Ar&She Zlolth & dloly o] At df dloly AAReh: ofE
AL FEAYEE ARSI HlolHE AjAMEShe
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® Auoz o AL Aot Y L Fedol AFS AYskE AP ZRAEL oF 1000]H, o
® A dolel ahedo] mFEA YA oPet £ Aol ¥ oF 8007)9) BsH=gol WHED Ych. OECD slo|cetele 33712
2 4 ot uZRRE R Asta, 4 o 2

2 24" A+ oo tig 2F AN A dFEHe I
gt

29 Mal ). 5t= £ Q35 27AAS YA|stL Qthhttp://www.oecd.org/sti/sci-tech
® A3RIeE THAH AEFEIE glolgof] BER] A=A eltct. /38500813.pdf).

@ &7 T7)X|2 ALR3to] A golglo] AdstE ssysict

® 99 =2E doleo] A9 AV X v}Rr] YPL ALgsto] @

(47015, Guid)el & AHdE 7137l ol AHEE A

=X] &olsttHof|: Elizabeth?} Eliza, Beth, Bess, Libbyo|2t1 %

dAlE 93t HHE 715284 (Finnish Funding Agency)= 0l
Holels agAlez AR 4 St WAoR A - Iy ALE
Attt dolg A folg &0l izt @ AMA= AR 21
A R g GAlS st thE wel wopolA Y ® HolEE
BEM AMEE AR Uil HIZEAR] ClolEol= 2 Ao
TAEA ¥ Atert 2PEH= FL7F B e AjARE-2 HlolE
9] &5 #3& msty, 7] FE(hard-to-reach) APE}EOM 1*4“

gHvulnerable) ZFHo] tigt Hol8] 42 2| aststA siE

opFtHu], A f4do] Wit WHE A9 ¥, UYL EHQ}(UNIFI)
e gEom A7awEo WAACRA A7 olHo A 2 Hx
S st AAE sk tHhttp://web.abo.fi/personal/kurskatalog
/material/Varantola07042017.pdf). £T&ES QLT of HAIR= A=
& AE 9ol d AR AR dolEE @A 18sh, Byd

dolel2 AFSIES sh- Zlo] 1 Aotk guARY WAE 3t
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5. g=
(1) A=d 74
)RR EE A Lyt

F=2 1995 [YUAYT AP EESX o] TastHA o] wap
MAFEESA|A0 AAIE MAPEE 29 dASS vhgste] 1997d

glo]E H s (UK Data Protection Act of 1997)2 A|Ast¥Tt. 1 &
20161 19959 7HQIF B B s A|A-S thA|st= GDPRo] &AF«" 3 2017
W R gAY HURo)N DEFTHE FRER AT} oA
Aol 7 GDPRY AMAY P4e we Wast goimc
SPRlEE @F ARE o2y} Bl E(Brexit) oSl AU 5
g 2z0] MY A 9RlSHITHE olxlE Al4How mwstn
AL, 20180l GDPRO U &g wgsty] 95ty HlolEEs¥a 7iA

5t717R] sFFTHUK Data Protection Act of 2018, o]} “7RAW

a

ol} sith). 1Y ol GDPRO] Aol mErks xafo] oip Egt
wo] gick. 7kel chRiol FjelRmel A2l GDPRO| Z14E ke w4
o] QItHUK Data Protection Act of 2018, Art.1(2)]. 3tX|9F GDPR-&

48 FE=0] o= GDPRO W&t th2A AT 2 A st
0|5 derogationo|e} 3to}), JIYHMEE 7iE ZFEo| T2l GDPRS
StgSiA sl 2FES 1T W8 £ GDPR¥t: 424 f&

—

js =2
drhe WS mgstn Ao
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2) HINE =R
7t 8

HAE 2ot HeiMe 7IFEE By £42F0] g, AA
O3 GDPRO| W&t} GDPROJA 745t v]AYE %A Ee 9
st 7igat 71E, 7rEete] JidS SEst
FRlolet. olo] wat JIFHES old JNEo]
FA 0 olYsigt. @A AAE F S
(de-identified)' o]2t HEHES A3t YL  Wo|tHUK Data
Protection Act of 2018, Art.171(1)]. 3FX]gF
25 PAACR =45 A2 GDPR o2t}

MgHEC w=2W  doHE AFwe FAZF gQAFoz
(knowingly) &= d&sHil(recklessly) sig Ho|E|E AjAIEstai=
BAE st Eg 5 A ARQ ti4dol YUK Data Protection
Act of 2018, Art.171(1)]. o] & 7}A] &3lo] ¥HAQ 19| = WAl
ol sigstelol oiE kol Weow shn Gesh] Aoz
fAE otd, AAE FYPE o= Ade Ee= A0l e FRT
oflzt gekst AfAE 391Q] Q1Ao] gl A& AAIe tiidol & 7t
5730l ok SHRIRE FAlo] B]E FA|ste AAER0 sHFFtAL
o=, AT x2S WESHH RAIEEH Q] AMEoA WAE 4~ Ao
TAAQ] AMEFEE mobstar Qo JEHER AAEABAY Al

o|g 9] &go] WM&t YEEE= dFS Hste

R H]AE RR] WFollA] o] M Fo] <A

of #ARe=z dud FA Jpolegtle oMAZEA] gleh. & Bl
A g2 7B ES7]3Q  ICO(Information Commissioner’s
Office)7t  2012¢o]  Zmst  wv]AE ZAo]  ofgt  AgA]

(Anonymisation: Managing Data Protection Risk Code of

- 100 -



Practice, ©|s} “ICO7tol=afQl™)a}  RIZHHEQIAQl  UKAN(UK
Anonymisation Network)o|A] 201630 2EST vjAYE RX] U H
1 A](The Anonymisation Decision-Making Framework, ©0]s}
“UKANE 1A")0] Y &5 27|57 =2 &t}

L 83 oY) gE

a. ICO7tol =2kl

IcoZboleatele gAMoRE WA 4ol Qb AUNY J5e

gk o2 13 4-97} ojgate clolelel sigshAl] izt AR
WAUZS BoiFELt

ICO7fol=2tel Aol WA P40l QAR ICOS B FA

2 s}l Qi J2BE IC07tolEatele] AAlSIL i AFES &

230k Aol AW, ICOAN JHEE B T Weluh AE
o

3z H

ZAEAY HAES ol Qo] Aaxlor wajd £ QIS Zott
AtiAto] =] 7140] ICO7tol=atolofAl AAlGHTL e }
AT 71E, WHES S0 HH, AA ElolEE A

Aol olal] sl dlo]E7t AHAIEE] = Aol Alst et A AR)
£ oAl & 7hs/dol Ao

[CO7tolEatele &) 8ot olwist

1o
o,
H1
uju
e
o
et
=)
=,
42
g
1o
10
ok

Ye 710z Bt o] AL A 9@yol ExfshAl gt %(zero)
9 2EL QPSHIE Sk WAl AUERE AMelstelt AAFAE
A 91@iol e We(remote) £E7MA] AME @A S Yatstolo}
githa sk, %

ICO7tolE2kele sta]Al 715A(“reasonably likely”)ol 2t
J

EPS ALGAIA APl J1ES ARdth of slEol AAEe
e WSt slzol Urt.
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No —
Iz personzl data involved? the data does not
o : relate to identifiable
I it's mot clear, you should consider: odirvidndds
» ig it reasonably likely that an individual
can be identified from those data and
from other data?
» what other data are available, erther
to Lhepu]:hc or to researchers or other T e diacbosure does
OrgaTisADeRsl not involve personal
« how and why could your data be linked data, the DPA is not
to other datasets? engaged.
blish a process for ing an adequate level of:
Factors to take into account mclude:
» the likelihood of re-identification being d;
» the likelihood the reidentification would be sammsful,
« the vmizati hai which are available to use; and

+ the quality of the data after anonymisation has taken place and
‘whether this will meet the needs of the organisation nsing the
anonymised information.

Test the data according to your level of acceptable risk. You should document this
process, for example as part of a PLAL

Iz the data still reasonably lkely to allow an individual to be identifed?

J

No - the datano
longer allows
individuals to be
identified. You can

now disclose or
publish the data

to the recipients
proposed in your risk
assessment.

(23d4-9) AHatd dolE sigo R ¥ HAYE
&x]: UK Information Commissioner’s Office, Anonymisation: Managing
Data Protection Risk Code of Practice, p.17(2012) 213 91&)

A ot AEd B7HE HsiAe dolE AAle 28 2 ol
o= dlolg ol igh mteto] AR ojop gt A= HlojE] A
a4 mEt AAEY fdgol FEA7] diEoltt. ICO7tol=atl=
tlolg €42 wMeto] et AlEetste] AFd B 245 AARH
%, 9974 B7te (1) Holg #RAlL 2887 sRHs 3. 2
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2 (3) AAEste L el B ARte] SWos TREA metoluA]
Aol HASS MBstA BAsta 9k

A, clolelg Besty FEstels BeFAl Swelct 1CO7to|
cefele ogatel dlolelst BAhEl: AlZkE Wl ofsh cloleig B
stels A olgst Fastctn AWk dolelg FAst: 24

3} ol 9ol mebd Aol ¥ 2 Y FAlY BVt el 2

2

mizolth 71 AR 71dol LA FEE iste deole o
g 5718 7H RE QS0 siF AR BIE 4 oM T A
HE S8 AEFAVE AdE Aol sorlth tizAxoz ARA
Aoy YA Sxoz FHES SO A8 DASAT AlgHA
o= UiHd. i FEE &5 BEFAT AMAEEHE fd/del
Lot giEoAl &R S0 9ol vlwsiA Hot

=M. BESRY FEolt. FoiA HlolE &4 ol o F/o

olgdaten, o|R2 IS Ald] thet AL ANl ¢ay
of Huot AAY 53 ue Aolct. AR 2L FR AW
toohe guuc FAA dole FAKoA Adsoz o 2 oA
rech mebA olelgh gut dlole gAREY WEA 34 oy
4e e & ook o2 Sol, Yol HIVe
Hust R Bt Y 3 AREAAL & SEO
ahg ZA Dt dloe] SARE oot e Hahe] FRE
29 & st =7] g2 of2 g3el Awo| uls) U
A A9 ool 2 g1@4el kot ICOTtolEatele 2]

m\o

n

S
e
4>

A
Ao Z &

5> ok
‘_lﬂi

oo ol ox my
o M ¥ M rlo
ke o
z 2 -

1 fe 4
41
|
[l
my
o
=)
12
o
Q
o
o
)
fﬂ
%
o8
2
)
%)
[t
&
0
O
ok

A, AAES stels dole SAAPE Qint. ICO7tolEatele o]
B 24t F24 nelasehs Ao Jx| ohsti, dolg g

Axte 71Fg FAMCR MsEth 1 J1Fe dwm 3AR

(motivated intruder)o]c}. o] EFo|A ‘olrA’o]zt @AL Golf
AR} dolElg AAEstel Bau BaAYol Atk BRI 37
s Ao e} AjAEO] Y@Ao] Detx|s] wgo] Hole FAxte] ol

E 2R oojste oEA ol BAS EAT Zolch PAIA
BB, olel 2 9 748 1t ohet ool
e 5o BEY A4 Eb PRI AL YE Ao AugR
o s clolEife Arstel AAES A= sh5gol Eok Hole
AR e JRAHE AL Yok e AN et P

oz
ol

tlo

_E‘_

2Relofl A AMAIEE 7182 =R FAXL %*o” "J(ordmary) mHApE e
S AE LRl AT SR duele] AAEE 4 gl
2F0R ogspyh @ dlolEty ICO7Io|=eigle ohg oysprt o
7oz 20 4R GRS 7dstag AjAEol & 2 Qe ZE
290 25 wefslop she STA geto] wixg: o2idh BRA
A FAXRE APAARL ou|A|Alo] glu, drtelo] oA Fe
Aol 2FY MAME YL ZHE tidolt. oE S0, 2¥kIEo] A
Moz IR Qe AM 9 ZAF oz Y, A, O 3T
FAEC AIolA o] & Qlod o] 7[FEo sigdtth. A% 1F
of AR7ARl 5 9 R|AolY i 71eg Bache AS xUeR
SHA] =t

b. UKANYB 14

UKAN: ICO7folSetolol ] Al oatol cat wAlm 7158 &
o FAMOR s wEsE J15S S, vobrt ARAU} A%

oM AR 4 A AL ATAY Al A A2 Astol
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Environment 1 Environment 2

) HYH RUTEE o2 Sgsel 4% FeoAE AL
goptx] uelst A7g Fck oldl AT WEW AH(advice) 5 7
_ Anonymised

BYAelde A4Hoz & Glolele] Faot AbE subset

Ba)
o
lo
tu
)
19
of
fol
[l o

of it AelR AlEE PESHE e F7stn At 71y UKANS %
Z1MeR 93ES Fol Y Ropd] Awrhsy AAI S TAct (1214-10) Tlolg] B3 =A|7} 201 A2
C}. 201240 A™E|lo] APt ZAX|= oFX|gE AMAE X] 4¥0] R & A]: UK Anonymisation Network, The Anonymisation
20169 17t £A% o] @ of2= ujgloz 1700 mHo]xe] UKAN Decision-Making Framework, 13 3.2(2016) 918
HIAE Eailc
UKANY 241 o133t ] &40l slolH MeHcontext)s £t ofle] 1Ye cole] Bt FA} 292 ol A2 WA FAHE
Qrz Woch andel oWst /19SS Aklar] alH dHolE Bt
ol WA @as st AN FHL A & VA Wi UR
stk UKANE DA A 22 EXSH glolg &70] 9|3t tlo|E|7} A4 Environment 1 Enlioament 2 Enuirarment 3

2 5ot A WM o AExiso] ¥ weiAE depict

L g 295 sy AGAERL B ZAlEAY] #HE] sfYeheA]

ofRof wa} xjAlgo] 9ol ciach AlHAle] e dlojE #7A e

I} Aol cerst majoluA] Al 9IFS WAAIZICH UKANE 1A : -

o] olgsto] thgt AW dloj ol oRA Qoluto] AsArg (724-11) %2 ™ e e

o] 29XS 7txstoz olulsl 2Zo] tfst WTHE WAl Hlo]E] &A]: UK Anonymisation Network, The Anonymisation

s7olt Weto] oEspy k. ol dojejet cﬂole1 A4 =5 Pecision-Making Framework. =% 3.30016) 1§

3 @424 1ejslL oS Atolo} AtEArg 4 a}o 3 FEje FAlets ol2igt HFUES 7122 UKANEIAE st AAS oAz A

AZS UKANEZAL:  “dolg AaHA ¥(data  situation F3eh UKANE A= ARolA Fxshy] golgh MEAQl oA =

approach)c]efal &9t Mg Fsich BauAe oWsts ok met Zo] 10gAR MY o
UKANE DAL dlole 488 Faws Zastn 9lonzg glojgrt gk o] 108 e fxd J)AKoR Agstd oysb} Hoie Al

ZoEE AR ¥ gt 24S ettt ofgfle] £ I3o] Bl o2 mhslojAll oF Hri: &S AmstAct. tlolE o] meiy

7% chorst dlolEl 4 9@S Ax|stn o AMFst olyst Wi Tasiop & Q450 7t 4% Qi o =AGH Btuge Mesfof

HMasiA "t ofefo] A Wm 1L ol B =7} 2919 AL sl AE 9loo® o]t shuol g ERO Busitia .

ojct.



[#4-9] UKAN ®.11410] o9} A7)
dlojeie} dlole] &7} Bhol

AL | dolg Aol 914
A2gA | EA M) QA
A3LA | dlolelol that QA
AATA | dlolel #g Fefo) QA
AsgA | @8 ojgo) £4

AAE @Al Wt of olwet A
AedA | 2E Audel Boh B "at 2l
A7A | FAR A wEo) A

A B

AgTA | olsiEAIIO] BHel % o] A Hal
ROTA | dlolel B ol$o] Z9ol iE A &Y
ALOTA | 24 24 Alo] tjA] el

At&m o A3% A (UK Anonymisation Network, The Anonymisation

%Kﬂ e AR

Botsh] A surlE
Wslz olofx|7] wlojA AAEe] @y WPt o) E:

= 1-25] 227} HH\H& 7}\—1\401 _l.-_q

x

IS ZPsh= 'Hlo
VS 7(

AAA Jigoelnt. oy gg2 & JiE RFES 2

S
o] @ A2 Amuw, Al o], 7|9FAAM(infrastructure),

Decision-Making Framework, pp.68-115(2016) &%)

s ‘éiﬁl mﬁrmr Gk doleis colel qdel HenEE
So Wge A2 ARA HH SHE ool Yt o

sholst 4 Qi BEAX o7 xjAIEHI]

= e a2 L R B

Az A gstal ohstd AAHOR

18] e dlolEe} HolE 3

r
ox,
Fo
P~

S
L

O o«
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¥l A(governance)’t ZIHEE A=, Fo]Zl Ho]E Afeto] gt
T AR, TlolE], ZIREAIAL, Auldast 471K @A47) ojmgt HE)
Agsh=Alol Gt og &0l £74 o8 g A3A; Fashe
X (dynamic) #xof 7|¥rg FEA], ofUW Uyt OiF 7]e} A3xRe}
ClolEl S &aotAl 1 & GARLE AtolojlAgt Hlolg &/ A<t

o] JeHiz AlFHx= PA(static) =0 7113}%Kloﬂ oJsiA x84

0.

HU

ojn

KHJ% 140“*011 et B7tks ¢3“6}7 3 Aol wet ofE ojgst 7]
He o e HELAS APt sid dlolEo] W AL 2
I Qe xAlEol S Qx|sta, o] r|gtoz oMo A o

= wrgsto] dlole B4R} of@A A
9 Aueles ApgEict 2iztel Aluel

PS
545t AEIS dlolEl XMalo oigt du

20] we} dloje] FAR}
2] (algorithm) S@lA FAIsH dgstn gick.

8-10 A9l AbgRe] BEe oMY WSS eAbHoz A
WA 2T Bl &R J]Ee A8 doleldlo] olge] i) o

e AAE 2 ot AAA A@Ae Teldch AeA 9@y dels
g AZST BRste Wol wAR wE ojsiuAN S
2 xlste BAZ FAshe WAk UKAN
RIA7E Aolste olsfuAcloldt tje mTAQ fojzA FRZA
A xHfunder), 121
- ABAIYH HolEE
So] crgrat ez
feuE e 9]

B FAST 3REA e HolH Fode 7leA Ee AUYA
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oe AEAM A4H S T 2 Ak o2 Sol, s12HA ¥
o2 ‘folg £A AAHaudit trail)] YHS ALHA olu] F&
Hojefol AZste EA7E F31AAS AAE & A ol¢} ‘?:EE
2 4=x9] ‘9jrja]o] AA(crisis management policy)' S A-83lA]
dlolEo] AAE i AL A& sidsb] st A AjAlE
Yot gelg olgole A&l ASAQ AN DAt HgY
4 Qlt}. ol2jel 97|29 Aol AieH, msirt eitd ARbe &
A % Q7] ThEo] 2 g mefolujale] Asfo] olgt &40 FEE
Aopxic.

A
Eal
wH
=
=

(2) vpEs, Yy, sy Ade =Y ¥ 2 Y

.m
fol
{1

1) 83

20184 747 Slolelw gy e GDPRAIA 3 A Ade o=
WolSolm & GDPRo| A1E7] =9t 71at de 102 83
AA stoll ol 5o cistol ol Aol e FAl opatey.

2) 83 o2l FH

GDPRoJY 2018 7)1 HlolE{E o] 275t 7tol=2tel, Al sf
AL obdl itk BAIKQ tol=atelo] wRY HrKle QolA A
Y3t Icoztolcaielel g A5 Bast 94 Aol

[CO7tol=2}Qle  olHsHanonymisation)S ZHAOZ JASIHA
AU S Aol Jhsata e YU WL TR J1ed A2
Chn AWk fol=akelo] mew ojyA
information)?t 7HQ1S AlESHA] QFo™A o ToJEjete] Agts &

SIHE AL AR 4 gl stele FEjel Hlolgg ojujgitt. ICO

<

g

ju

Y (anonymized
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7rolEatel> AlHO| g /o] O(zero)o] EHA|] ¢rotw ogste|dtty
B o doke AgAQ AW AMEST. AYsE olef o] xuA
ool AMESIHA H]AYE ZX|(de-identification)e] 7Hdolut ol s}
oF Al xx|ete] JWEA RolHe W2 AAEAE et I

sfo] Jio] AMIbsAHS A EAE Astn b AARRY Ad
gojol o zgictn Mostn k.

ICO7tolsaele Fhaiato] daole xatsta Stk ICO7tol =kl
of T2d stgete AAl(real world) FAYE SelYAl e 57
AERE AFESIAL dlolEl Aol ol Al TEshs wholch. oloal
o chst 71UE F9 3 7hAl uhwol3t WA stste] oigt Apd
Holg stn Yt

Sl UKANEDA: olgatel ujald 5] Ade 22t RolshiA
£ gof Atolo] BAE Aelstels Ag shn 9tk UKANRIAL

HjAlE RX| 2 7019 o]&, ALl e E}ﬁﬁl‘ﬂ”\}(direct identiﬁer)
(o]

ul

= L

—E—(negligible) o7 Uxt

NPAERE AR

\

Axtz &7 shMsta, dgsts ARAEAY] AAS
o Ede FAlek: Hawol ©
2lstol UKANRIAE 8AlE 545
A7t g SR2 Ayt Ao
4 ERE S ool ARolA AEA |
SR ofA et olste i clolel AbRlERt ofuet ol
olgete] ZAGrS EsjA L 7HAROoR xjAHE £ 9l JFAIIA] 1
2ot maR EAR sjAMel Het.

UKANE M= 9ot 22 7ig F-2ol met 7Hgets v x4]9]
2t 7R 71 ez ZhRRich ol Ui 22 7INte R UKANE A=
tgste PR Jge] ez diAlshe JlgeR Fejsich of

A9 OAIsIA A she] BEr g 2E 1 AR A A

O

re m\o
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S AW3st &~ Q2 Mug]ojof dtrt. UKANH 1AL o]e} 72 7 23 Ity UKANE 19l 7] HAd; sHAAQl &2 F=oAe
789]7} ICO7tol =tele] 7hgatel 7| @A o2 AX|gheha AHystcet. olgst, vl A, 7tgstol oigh 229 =9 ANE
UKANE X0l mr2® = golBE 2 F/do] 0 d

(3) HAEA Y olWAY JIYAR fdo £l I HE od9gsto] xdoz st Al Atk P 4Fol uulEt
(remote) JH] ez ot 4

1) i 2 A "zt Holels FRsAY F&stele FAle AMA S
2F02 op7] flsf dlolB Y A FAAKintruder)d] AJAIE O)A]
ICO7lolErfele 1995¢ ABHSX|X] AXZS ¥rgdst Zo|c}h. Z, FEEE AAEY AYAEE Tefsior & 98I . ol sl
19959 MEHsA Ao AX FASHA ofUst LA|MQ ArdSo ofst UKANE U A= HolE & FR/s74 &&steie FAO o3 22
o z}=o] 357 3(code of conduct)S AE 4 9=t EUIYZE Al 7HR19] BiEE ARE S sl duste o
FolA <lgatol tisto] zlx2 wad Yol F= IC0Y ¢ 7tol=et
Qlo|ct, - ARt #EEoF AZ7Hcomputer scientist)Eo] ]
[COE 201241 ICO7Iol=a}9lS wrastHAl UKANTIY] #2lg =5f 10 WS AEdlA AAS 250 Jlad, FA, HA
ol ARl olgst wiol oist AMA ARE sHlths oxE =Y et 2RSS B7HE A
stelx, AA|2 20129 UKANO| AMa=l ©hA|RE 2E7F ICO7F UKAN - HlolBo] R824 FoistotdAl AAEY] 93l/dS a4l A
o YA SUg otglch UKANZ oist g ot 7iIGES - 70 AAE ZAl0] geE AR AE AE A
Aejet FRotee BE FAIEO HEA AZa ZEE AlEche
&g sl gk 2016Wo] UKANO] UKANE IAE Hadt e of (4) HIAEARE == oYAPHo] &8 FAY L AN 4 $F
BIAZE NAEEE FEshe ZIdol ARAY AT =A sk
Ziol9lct. 53] UKANE WA= GDPRO| £|5<to] &% o]F<l 2016 [CO7tolErfel e oigato] 7|&ut vy 5o tigh A olelo] o3s}
dol| wraElo], I AFoA GDPRS 7HefsiA AAgst g, ¥u © dlolE7t ojEA & £ AeA|ol st 117FA] AR S AAlstaL
AMollAl dgshe olgatel srgato] oigh Aubsel Hwgo]l GDPRY| ALt o] AEY Y&S th3of mol| sl Qofstt)
TR YR gk Shok

2) £ NF

UKAN® 1A= 7]8"og ICO7tol=aolat d=e] Hlojew syel
Axe wodstA EAo] olwstel slwsto] thgh GDPRO] HIyWe

- 111 - - 112 -



[#4-10] st € clolele] g Al

-A|2k(pharmaceutical) Hlo]E{of thst HZ Ak

AH 1 _ -
-2 7ter AOFS|AL Afel9] HlolElS A EsH(coded)
-HEZ HolHE ol&slA & =5 st Al

At 2 | -EE WS, o= §IR], GARE AlRH oigt FEO) ohsst
(encryption)
-HlA 3] &S AIREY A AL

Al 8 | -9%9 E7tEY AMES SOl 2% FROIE 24N HEA
ALY, LA, 24K, G5 AL glolE)9] das}
-A 79152 (electoral register)?t 22 ZZH0JE At

Al 4| -SFTolE: MRS AT 4 e AAEY Aol
ooz ogslg A

R -3 AR 2 AR BN Aol tigt A
-SAIRE Fol et AR g 4 As

Al g | 2A(qualitative) ElolE{e] st AP

6| aseo 2o ax dolen ogsiers Wy A
-Al 37k AP K] Aol RAE 1ol nlAle Rl tigh A

w7 |
-A3RZE FEEAY A, AFEE, 7ME AdY0l 2 s
o At B9 ogst =A
-1740] o H glolE o] thgt AR

Afel 8 | -] o) 3y dlolEr} st o FRst AYeiA &
279 A Thsd e M gss A8
-n7R0] gt A AR

Alell 9 | -ogste 170 712 tojE o] 2AE Foll AmAAEY Ol
E 5 7t

RERT -EERAN 52 Bl 4% SUW(longitudinal) HlolE9] &
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-&&H dolgo] @vteHsuppression)dt 22 get 71W A

OFO

Afell 11 | -3iAl(hash) 71¥9] A& 7Y Zof tigh 2Rt A A

At&a ¢ AFRIAMY(UK Information Commissioner’s Office,
Anonymisation: Managing Data Protection Risk Code of Practice,
pp.66-79(2012) &%)

I =27PF g2 EAS ot Qlol B9 g4 Brt NHS(National
Health Service) Digital2t= 7|20 ZA = whost 9Fo] do|g7t
Aol 9o 1 ol Bget YEL £o) mAlolmAu A M £
APEA JHRIE AESHE e AlEE stal Qldh. ShAIRE 2018 5 NHS

Digital®} = E3t2]=(Home Office) Ato]Q] HlolE T 49| AMPS
= FEIt FR|sHe Yol QIAct NHS Digitalo] B4t 9izhst 27
QagEIt i2 AT 4 FAEQ AHlQ] mafolwAlzE Holid

& e ez elaAu olgg /MY Jolekt ol dgoldh
oy mriolzHols 7xo] SuoN FLe Holeo] AL
oz % 4 9t AEE 251 YA SelolsAl Aslel S84

ofgt AbslA Qelw wx] e Aefolch,

hov

éudo
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Al 2 2 50

L o=

(1) A== Fhg
DY E A Ly

oo ME QAR ESS adsos IAsHE AW AHYol ¥
ObAE] o] QA ok N EY Bo] T A AAl= AN FoF
Ha &&= &Ej(sectoral regulation)2 T|o] It} ol HIH 3
oA BlAEo] T =olo] Waolx 3] Fadt o] BAR A
TAIsE Ao r MY "TEAQEHHR olsut AQlo wst
5 J(Health Information Portability and Accountability Act,
“HIPAA)olct. o] WE2 Wioeyol H5ot &g #gt Als
zotsty Qly, O st Q 'HIPAA Zato]HA|A(HIPAA Privacy
Rule)’o] 2AIAY x|Ag AlFotL Ut

o HIPAA ZatoluiA Al ulalg &A1E A4l Mgt 71Ew 3
HES st o 2iA tl=9 vjAE xX]o] tigh 7HAIA
HAE FUS =9 O HIPAA ZfolHA]] Y&5 HmE
29l @77t =k o Uob} HIPAA Zatolsx| Aol v
Aol chat Aol thelAl o BAISHA Q%A BAoE MHsE
JR=t=1Ne) Ry 9)tHGuidance Regarding Methods for

De-identification of Protected Health Information in Accordance

i

E o

[ rlo 1o
fol o

[ T* r\r
NopE >

o

with the Health Insurance Portability and Accountability Act
(HIPAA) Privacy Rule). o] 7to]lE2iele o]=zZH71E(Health and
Human Service, 0]} “HHS")9] Q1H=(Office of Civil Rights, 0|35}
“OCR")0IA 2012 0] Lt
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HIPAA ©o]Q]o] =238 uist &]20o] Z=¥o2 201849 6¥ A ‘74
2]ayot AH|AL Z2lo]HA|H(The California Consumer Privacy
Act of 2018(AB 375), o|3} “CCPA")o] Qohaodde 2020. 1.
1). CCPAE 7IQUARHEO] B35 ZUOA tlmod 7M dA4T HER
SHAgo] GDPRO| ¥Z7te QW B S YAES U8 mSheict
7 Eujotol Al olgt o] Zat dlolelws WE A LU

=)

A
- e
Higol= 19744 Fxe noolHAlde & dAYY 7|2

-

i

o]
S

|

of =YY= Mo| F3Iti(California Constitution Art.1, Sec.l).
CCPAL: © shue) Zojgh A gss ZFuolxeh 58] lolelst uA
Q45 ARRIShe ITAFG WA N4 ZA2jmyot 7t ApA]she v]F Tiw
of ofe Fast FHo7|= sttt Yoyt GDPRo] &3&i CCPAZY
AEEHA 2 FJFoz g FoAe CCPAXNTY ZstuA LA
A AAE st FALS Y THsAdol AEsite &R o
FOojR] AL Qlep2h.

o ¢

CCPAL ABZAF 7} Holo] oA E ER|ST Wal7} oo YAl
AR, & CCPAE= FEFACIRL 48R AHO] i1 Hof gt
SAEE FAZ 2 Qofok st o] FAHA TIx|A AvAL AR
of AAYEI 28R WA she AHPA A AT Wit
k. AMAsttHUS California Assembly Bill No.374, Chap. 55,

Sec. 2(h)]. ol2i3t 7]¥ YAlstol CCPAL Au|AISolA| 7o) Helg
JTHUS California Assembly Bill No.374, Chap. 55, Sec.

i
Q.
o
=
30

T P Y
A Eelo] st & o AAE AL SO oisiA s
o}

[e)

el 71950] AFshe Pt Ak ol Wue

https://www.forbes.com/sites/forbestechcouncil/2018/08/20/how-will-califor
nias-consumer-privacy-law-impact-the-data-privacy-landscape/#5ca73677e
922.

- 116 -



Sl 7140l

A
~
Yuol A1g 8%

=

=2

of Huj Aol i‘ﬂlx}" S9YE FSdlof OHZ} Al R dels AR

gt oA FEe AQdstie AB|Rbe Z1GoAA At
= 84T 4 e dr ek U WA d3e
< ¥ deolot. mefolyAldE A Afshe
2H]A}L Ato]e] APEA tfeE USHA] ofysto
H]

>
)
19
o2
> b
>
N
N
F>'
>‘1

tof|lA] Zojolo] E]x] F=2 st1 9Qict.

7 WY 9 stol=ael
a. HIPAA Zeto]HA] ]

@A A3t viel o] ulmoA u]AlESto] #sto] =ofgto] lojA
+ HIPAA mejolHA| Al S wWlxS 4 gloh. HIPAA mejolyA|A]o]
TR AIAQ BAE =X YHES =95yl A A HIPAA A
HIPAA majolHAl Al A5 W= BHax o JgSs (=6
”uiﬂﬂr HIPAAL: "EZ1oj a7 o] olgat Qo] #gh & o|ct. o]

g0] "Alo] maE wWziola™uo sLsfol HIPAAS A thito]
slq. I3 HIPAAS Bz Ho sigsia] = AE 582
K%EH HIPAAS] A& x| ofUdt Zlolcth. J2lg HIPAA malo]
HH el BHojagRo] tishAl, “7iQg AlEstA] oF

o
L
1, 7fQ1e Al¥E 2 917 stri 3te]&(reasonable) A7 Qe W

P
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Aojggut AAdor AHslse wuogRsl ol et 74
St SICHAS CFR 164514). 5 Agojuol e waslngue ge

NEe Qe R Awbsdel £1 otk 23 Fesoz Ay
IV5s1A] b R HIPAAY A& cigol £A] ¢7] Th2o]. HIPAA

meoy A FAl0] Rakste ojRES Rud Wast Yok vlAM £A|
© olgfdt g 7S 2R THsal | Aol
ol7l FA| stoll HIPAA metoluiAl Al ulAg xxle] = 7tx]

e ANSIL Uk of £ WS M WAL golA HIPAA 2o
BAFAS AurlEe 1% Yot WHe ML 1 WS K89

A Bziolzguo) A £A1E shyl Hct,

A o g v 2X]5 s e RRIAQ Adgo] wAsHH
A RR] HYg A&t 7ol WY AEIHE AdsiA
o] ME7I7t AMAEC F®lolA s clolEo] ML= u]AYE RA7}
Atz olEAE=AE Hrlshke Zolth olE  AE7PHTHexpert
determination) ®Wsjol2tal &t EJr(45 CFR 164.514). A&rtmct vpHo
s clolElAle] AlHxAtE dEA 02 AlAshH: WHol ohlal dlolg
o] &8 HAo v]Fo| EﬂOlEH CIESE=ES IR 01 Jota o]FE A Aed
A RR7F AL fE/do] QRS AE7Pt ARPE R wdst

£ otk OCR7PolEafele A7t o] UMz NPs: 17
S 0hge] TYS ) HojE

7L W WA 4us|Uo] AAEY Y@Ye WEY HEE
Hego=M ASECh HIPAA ZetoluAlale SH3 AHAZE® 2

of AR AFsly] U PANA AH 2AL AASL YA
(45 CFR 164.514). HIPAA zZz}o|H{A|FAl9] AME27to] sigsta{® “H]
A A=A BRAS) LuoR BEEE BAN 12T WA o2
WEEe oish A 259 AT FHol A FAolob dck4s

CFR 164.514).
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0 Expert works with covered entity to
determine appropriate statistical or

> scientific methods to mitigate risk of
identification
Risk is not v
very small

@ Expert applies method to mitigate risk

v

© Expert assessesrisk

Risk is very small

determination

(2314-12) HE7HEE o] AN 2 Aaje: 3y
&*]: US Office of Human Rights, Guidance Regarding
Methods for De-identification of Protected Health Information
in Accordance with the Health Insurance Portability and
Accountability Act (HIPAA) Privacy Rule, 73 2(2012)

ol2]gt HIPAA Zefols|A| A9 o] 7|9shA OCR7bolEetel
= o Apsbl AEste] Aol ofst AWE ki QIck. OCR7tol=
Qo] maw sy HEsPL E] s SR S AAF
Zlo] obyct. Mgstol chgt HIPAA ZefolejAale] shg xge U
§ 2zol AAT B Adol Wasths A= 5L Qed), of
o AYe o WEeel H8” weolt

A 2
8457 }%smﬂ gk AesteAel 2y
o] -

o
pu

o

o
=2

d

]

oS
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Ot

L‘Oﬂ

Akt sh
o g
olFA Adde A=7Pt tiidol He BA9eAEr AEd A
o1& gdo] ‘0f& AtHvery small) L AYEIH, 1 BACEHRE Al
& 4 gle dolgz HHEEolA HIPAASL AZohgolA A|eth45
CFR 164.514). OCR7}o]E2}le zjAld ¢&Ao] ‘mj& Ab = 7|15
= ¥E8oR S5 4 v 53 AU 7IES AASHA] oyt

oh. TARQ dolel gl M Pue AgHA AR AR

APl $olr} weAl §A. 23wt et Yat g

4>
;

‘0

r

o

o] o FEQXAE THstojof gith. YF=E5 WUHY off nst= F
A stue dlolgol oigh FAIA FAAo|t). HIPAA ﬂE}O]‘ﬂ’\]-ﬁ’-

A2 o] XA Al tish sig TlolElE AEE =g JHXAL

+ ‘d4 FAl(anticipated recipient)’ 2ty BHSIHA, oA} FA|< 7H

WA =29 yastojof 32 WAIstoH45 CFR 164.514). ol2jst 7|&

= AESIA AAEY AF/de oMt ol® AErte A7l AR

Moz wdo] e AnE I & J== vAE =X HEH

477
7]&A (technological) JHE% AMAE d ol it BT &7
S wAEtsfor gt

WA= Alo]Z3lH(safe-harbor) ¥fsio|ct. 7]2x 02 HIPAA =
E}Olﬂiﬂl%ﬁloﬂﬁ Lpalst 1871x]2] AlEAISS A5 Hjo]EL u]Alw
ZA7} ARY Hog 7hEstcH45 CFR 164.514). 1871%]9] Aldxtol
A7 olejol= 187kA] AEALE AA st g2 HlolE7t AAIEEA] of
ystcha ‘AlF] QlAl(actual  knowledge)'stojof  stthH45  CFR
164.514). o]3st & QAL HZ35IH Aojmsty HAo] ALE o

HIPAAS] A 8riafo] EIx] orerh. 18718 Aldxjole ol %, &4 £3
Zol Qe ARA Ex FEMOR AWT 4 It HuSo| Xy

ol 9ith. HIPAA matolu]n] 7alo] gt 187bA] Aldate 1ol &
o} ZTH45 CFR 164.514).
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[E4-11] HIPPA majol8]A] 7}&lo] U3t 187}x] Al™x}

1. Names;

2. All geographical subdivisions smaller than a State, including
street address, city, county, precinct, =zip code, and their
equivalent geocodes, except for the initial three digits of a zip
code, if according to the current publicly available data from the
Bureau of the Census: (1) The geographic unit formed by
combining all zip codes with the same three initial digits contains
more than 20,000 people; and (2) The initial three digits of a zip
code for all such geographic units containing 20,000 or fewer
people is changed to 000.

3. All elements of dates (except year) for dates directly related to
an individual, including birth date, admission date, discharge date,
date of death; and all ages over 89 and all elements of dates
(including year) indicative of such age, except that such ages and
elements may be aggregated into a single category of age 90 or
older;

. Phone numbers;

. Fax numbers;

. Electronic mail addresses;

. Social Security numbers;

. Medical record numbers;

O 0 N O OB

. Health plan beneficiary numbers;

10. Account numbers;

11. Certificate/license numbers;

12. Vehicle identifiers and serial numbers, including license plate
numbers;

13. Device identifiers and serial numbers;

14. Web Universal Resource Locators (URLs);

15. Internet Protocol (IP) address numbers:

16. Biometric identifiers, including finger and voice prints;

17. Full face photographic images and any comparable images;

18. Any other unique identifying number, characteristic, or code
(note this does not mean the unique code assigned by the
investigator to code the data)

- 121 -

%] Health Information Portability and Accountability Act(HIPAA)
Administrative Simplification(including Privacy Rule), Art.164.514

b. CCPA

CCPAYLE W]A18 EAlo] Bet Aol Sk 5 CCPAE
=l(deidentified) AB|A} AHO] A AR, WG FTEX IJJo
L AbeiAbsol CCPAGA RS oRE RuE Wwast gk 7

t}California Consumer Privacy Act of 2018, Art.1798.145(a)(5)].

%, CCPAE wAlY £Al8 ARt oY WES A8 ool Uxl 9
2 Yol ¥hslal Q= Zolth. CCPAE HIPAAZZto| A2} 2+
2 AR vAE xR WHZ AAlStL QK] ofYsiLt, HIAH
ZA] 7189 8L Foto] ok Aro] AAAZ AlFEtt. CCPAo] o
29 A 2" JEe E4 AUAE A2]Al O 2(reasonably) Al
Hsk &~ ol M dolti{California Consumer Privacy Act of 2018,
Art.1798.140(h)]. olfl AFHol= 54 Av|Are A-1FgRoz AL
4 Qe AuE g 1 ojelo] vAY AAE Fro] )
Aol F7HR o2 Q&= Q52 O3 Er.

- AN YRS 718N PR HE
- RS SO A WAt ok
- BN mAE PR oux] g AL oYsts Wat of
- A B9 A= 5HA] L A
ol ol A PAS FAT 4 At 712A L WA Yyso
NES o9 oRM CCPAL B2 XA|Y Juol Bgo2 A/t
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4. 71e WA

2 dho] o] AMRE(US Department of Commerce) Ats} 7]49]
BESHS gOste 7|79 =7 ]eEEY(National Institute  of
Standards and Technology, “NIST")o] ¥7ist B uM & % Q3}ch,
NISTE= H]AlE xx]o] tigt 2|2 =95 Aejcte & 7HX] BIANES
1d 7tAo= Adol HESHY =], 20150 RS JhITolE(S] H]
Al & X](De-ldentification of Personal Data, ©]3} “NIST2015") 9}
2016do]  Zmdt  FRGolgAo  vAME & X|(De-ldentifying
Government Datasets, 0|3} “NIST2016)"7} Z7io]t}. o] &= H 1A

A Z=A]o] gt 2|29 =99 355 7IeA FHolA HdYst

x 5
B gick. TRl NIST2016& ofal Zotolm, AIHQl AFES ohct.

a. NIST2015

NIST2015% v]al8 zAlo] AAM AAME P4 o Wamoz
gafolst £ 84S A 54 doles] YAlstn U Hole]
42 71271 W (context)7} AAHe] @0l T3olck. o] a4
S2 AYHA ST Yol b dolEt QB 4 Ur 9B
2 FARCR WudozN A ABY 2AIS AEste Wwue A
AlSEL Qith. 7]EA 02 NIST2015% of® vl x| /WSS A8
Sle AR gldol e8] MASA ohechn FASCh 1ejg
AolA Zol3l dlole] $AstIN 54 FRo vlAE A7} 0%

HgelAlo] ot A gigol Detacks e Fxadich
NIST20150] medl 43 Zusts 7149 Wet 452 1@
3 |4 ofF ulAhg mA| WAlo] of AueAlo] of
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o 9¥de A FY 4+ Ao T
S

olejo] 714
710) Almsto] wet srh

AHIZ g e ohUx Fus
g 98¢ EAYolets e U
o §84L HustUA AL Aust
oh. A=Al oste] AEAoR 2
ChYHAlE BHOIN A LB
AR A2 /WES ulaste e
AL S WAL 71wl A8

of B0l Aol T che WS
Che Zoldl.

NIST2015&= REAIREO] &%

Gt doleMols 54

o
g3t $4ol 9HKoz 7w
A9 dgolet 1 gl o
Bl2 AR olojAle FINAS EB
SRR M Dl DD
ARIZE AR AAEY 4FOR olofAlt

tlolElg- AR tgt gojo] wet v

AT 95l 9k,

2l

b54ol 7] wEo] HolEg ¥gst
rtel Melole o Zolg ey We

stn AAst: 718 Wy oleld]

o r

of cigt
A

o A

& A9
ot

- 124 -

2 9lg olck.

J Al XH(indirect identifier £+ quasi-identifier)=

ok

=
ng

A
-

=z ]
ES
Al
Al

R

Al

=2
bl
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oY o nE o
L 4 40 1o Y of



b. NIST2016

NIST20162 A% 7]¥o] Bastal 9l ARHolE9 vAlE xA|S
ZRo2 tfE Hiuxioltt waba NIST201500A Hwstr] e
SHloleo Faeh 2o g 50 FA] sl Freer gz
A IR & AlIAISHL Q. FZHlolE 2419 AR U0l o)X
Aot BAR J1R g0l A71e Aol mefolujAlet FFolol Afo]
Wieke AM2e FUS AR dybsoz JiQlgHol B5e}
A Al mefolyAl Asiol AFA tlolg {870 aﬁ‘ﬂﬂ
7YX Atol9] AF&TA|(trade-off)of]l £lch. Iy ZgoolEe] 7
ol ARk RErt AREA Hols £ Hi= F5Al(public goodS)
o] =3e|7] miZol| o]0 FF9 o]ojolgk 7FA|7} FIMA
SR
NIST20160] w=2¢ Frgolgo] tigt vjAE 2] @ ZIHol] ofst
27 9 U2 AR 1Y Alga ARG 7l A a8y &
At} NIST2016 of2{sh 5ol 7]¢o] Atgnt YA Wit 2t
guatet Aats BAohs WAleR 7)Y 2H o] osto] welE]
ghoha gl olejsh e

1o nE ox ol oA

rid
)
o

o

tu
2
1o
J\m
oX

O
;
>4
5
£
g &

welg Eofl wIAE xAS UAR 2] A
of 71T HAE EAS AP O YolHY BE, M FAY
dolele] 88, uAE AxE clolEld] et oy §EE wYal sfop

PR O

gtk JlEs EH7H olglo] 7jolo} W HE Earstn
o et o S

2
2
£
I
2

QE 2 FIst| H H AHEE gojH -‘—7H ( ata sharing model)
< 7dofiof stH, tlojg 37 LHle tf3S 2FSot AYsict

- Release and Forget Model: H]A® XX HojJH= Y&
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SEPL)

mQ

2E HUA diFoA 371E Aotk 217 o
_Coﬂ 01315_ ﬁ oz ,:-_]“:_} —‘} H% EﬂO]EiL 714‘:]:?:}7;}01]}\_]
CHA] 5}0]8}7]7} oj#FL} Wrlsa A glon], 5 foE
W Al SRl BRE AR A o

A) Model: ©Jo]g|E A}25}9]
= & e AGol Hisl AHAl
AYste WA 4=l Q= dlolE ARE Alofo] wet

1
"] OBl S AFEE 4 Qo dRbAloz folg AR A
¥ C

oS AAY AT Ei dolEo Y3 A Gal P4
9l DUAZE Qi dloleje] Aujxg 24 & 4 ok

- Simulated Data with Verification Model: €& do]HAl2
Y2 HolEAle] o2 £UE mdste AlEolE € Holg
Mg UEx= o ARgdn. ol HolgAle siidos &
£ ZAME AFoA soidEe. Algdeld € dolEe H
2 = 24 AZEYQ] Jigo] AHEE 4 Ao

- Enclave Model: H]A¥ TojEj= & Ho|E9Y QuAlgTS
Agteta, date] #alE oAl woby u]AlE glojejo] of
s Aol AReln Anz Sgst: we® Az 84 9

4

oy wetoxjo] u]Alg x£x]o] & 7}x] AF2A NIST20162
‘T}3l 7Hx] QP A(The Five Safes)' e AAlgtc Hlojg) A2 Al28S
tatel, 74, Gokslr] el wrsoldl meelg) Aframework)olct. &
3. o] AARle 0l EAZ E- AR EARW 2 WY EAY)
Pso] 9y FASH FRE Boets] sl WSolxl FD AlAM
zgz AlgHr} o mAYIL cheT 2L opAl HA e AlsE
2},

(1) "

.

n2AlE(safe projects): GJo]EQ] o]2]gt A}8-0]
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ks [9 TAI AAE A, B]AlE Hlo]HE Aol HlolEE ThAl
(2) 3t Ari(safe people): AtAEC] AAE #Wyoz ¢ A & QR ERlstth o] dAA e QR |
o & AT S WE & AT o] Fold 2 Qlrt.
(3) QP73 glolE(safe data): HIo|E A7} =& 30| U= [10 @A ¥]AE Z]sa AabE B uxE FAstsiof s
712
(4) QtH3t M®”(safe settings): GlolE] F AlAdo] 8]s{71H gAE 2x7F AEH HolH 9] AR o gt AFEo] tistol=
AHEg AR Agtstn de7t? st ddstn Qo AR 712 Zat ool Aol Al AR
(5) eHH3gH AutE(safe outputs): &7 A7t H]F/NA7F? B350l golE {87 FHoA ZjHe] SxE FESI=AIE &5
Yol dlole AgrE u|AEgt 2o oy A faids dAtslior
NIST20162 v]AE % x]9] AAANA AAS AAletL At o] AA gtot AN Al AEot Algshe Y AR BsE PS5k At 2
£ U 7IRie] HgoARE ALEAQl walo] o]27|7tA|9] 1E-& 7HA] A Wdo] 9k 94 flole mYg HAbste] AEAEIE Ty
ZEAOR & u 9t} o]y thgol 109A|R F/dslo] Qlrt. tlolel ®& el dlojeo] matw|o] QA oFeA] FRlgtch thgog
E4% A5 wAs 23500 QR Qo] F/NHeR ARG ThsEt
[1 A 371 wlAE =A1€ dolg9] &g mpofstet, clolElAl £+ 7]YAes 71?* ClolEl & Atgsto] AAEE o QA
[2 ©A] vAES £38517] Ao Al doleg z/iger S QIS FAlo] tlolEl R84S FEsH] gt 2 7HA] ol
A OERE S Qe AFeAES oot EAISE 71 92 clolEAla} vlAlE flolEAl o s FUst
[3 ©AIl v]AEE glolElo] EAlsh: HolH R3(FA)ES Tt A ALtE 23stol 1 AutE vludoay golsd o~ glE wE
ofgtrt. ZUIs §17o] o] ZO|R A &Rl -~ QU
[4 TA] B]AE S S35kt AR E WSS opolstot
[5 @Al QF mdate] 97 7HedS ARt AAgtt. (2) vAM Y, dPAY, JIPAPE Jde = 8 € HA 89
(6 DA 291 WYg Ar&sto] AAES L33t & 5
o, AlEAIE AHst FAEALE wigh 4 clolH 1) ¥ 2 sjol=atol
S sy tigta] Hal QIEEo]AE Jidste] b
AEE 258 & 4 Qo 7}. HIPAA Z2}o|t]A|F-A]
[7 9l BI2E 9 S84 &g ol WE € dolHEg o
AlaBos st HIPAA] Hgrjido] Et wrolagus Jjdsoz Ausbsa
[8 ©AI] Al HlolE] FAg EAESE. HAYE HojEfo] o B70l 274 H(individually identifiable health information) o]cH(45
3t B2AS 435te FE3t R84 dHoly FAE CFR 164.103). wj2}A] HIPAA Zaloly{A]FAlL A0 2 AlHE 4
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e B9 edEEe HIPAAS B Ojio] ofyata 98|l Qloh(4s
CFR 164.514). HIPAA majo]HAIFAl2 H]AlE ZX|H FHO| dS
JstAl= RAIRE HIPAAS] A& Tiifo]l =A] 7] sl A-&E+= H

A xR]0) J1ET PAIA WSS AXISHL ok @A AYe uhet

A Y
2ol vAE z=x]9] 7|&o g g2]A(reasonably) 7It7Hs7d& AAlstH
I, vAYg xR)9] whyog 187HX] AEAE AAsh: Wiy AEvt
T WAS Aot ok shAIRE AWt Ei= 7P Eto] gt JEA o
= HIPAA zato]HA| At OCR7tol=atelo)] mgte|o] QIA] ¢t o]
T 22 gystet 2y RS AFESHA] L 9l OCR7bol =gkl
2 AAEOl @A 719 (pseudonym)olt BH-E 21 9lZ o|r}

CCPAL ulAl2 zAl” Awo] 7id Holg sta Yrt. atxlgt oo
s} 7lde CCPAd gith lestole tiEAo2 CCPAL 7hwsto] 7

ri

3 o] zape matetw itk sbwsier Fopguel Te glol 749l
Husk 54 2ulde] 442 SelyA SRS A8st: XA TET
(California Consumer Privacy Act of 2018, Art.1798.140(r)). o] 73

Q& FIVE = oA BagE|ofof st A Thsdt AHIALY] &/d0]
coUx] 252 7]aA 2 majd urwe Mes|of st} o] 71wsto|
thst o] 42 GDPRY U &1t EUstct.

2) 93 o2l FH

Aot olegstel ol Helslol 9lA| Ytk

Y
ok wlAlg mA|oh olHate] otk Al oIS AN

a 21 A
f ame sl Qoku @k slApE &x], el slyet] it )
92 ok ol Aolstn it
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- WA AR QA ApgEolEieh FREA] Ao]o] A
AASHE 2E ARl dat 2R A

- ojgak: AMgdolElsY YRR Aole] AL AAsH:

].

- Jhgsk AREAILe] Avhige AASEA ST HREA

NS} 71 Aole] ATYS Arfeks 54 3

o
[e}

i}
N

Jm

)

ﬂ

JRo= NIST2015+ vlAlE zzR|eF Agsto] oish o 7id g9l9
EUE gt olYste] v|dWA AMR-Z 1efsto], 2Hast £g mst
7] {dsto] wAYE RR|ge shUe] 8olg  FYUsHiTtL gt
NIST2016-2 NIST201504 AE3t o Al 71x] 7IE Aojet A w4l
< 71280 vrobzolet. NIST 20162 Wst Zidat Hisix g%

ATAIEL A EA o oA S NN AgIE o
o, T2 oL “HlAE FA'E shiel meAAE. Yt HE
Y 4 gt uAE RAY @ FRE EASPIE F0n 4Bdch 5,

=

o

O.

HA, o)y

Dl 2 AR A

2003490 AAFE HIPAA m2jo|HA|FAl 2 EZoadd Uy 7|x
o WA met wziolEA R chat HEIAIIL olAlt AbalA w7
2 whgstn glck OCR7bol=akelo] w2 HIPAA mefoluiz] 74|
SR ulAl &A] e mejolulal Askol Y@e wekstaAl B3
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olgx o] ‘2xtA o]&(secondary use) & 80|t = wiAlojgte= 78 2]x|(Cambridge) o 559 FRAIYE A 97%9] o5t

A=A 7HXE 7L T} ol £°f, Ogst vluwant A, HA F F25 AET 2 SES EYT. o] A9 JTFe= gE IR AR

7h, AAarst Ao vlAlE xx]o] g Holy &S A8Y & 9l oo} Aoz RAEE fF/do] UERE & Ut AE AX|sHHA

oh. E5] ulAE ZAPF A&Eo] AlHRMSO] AAY ZHE dolE o & AAlsliord SE¥M 5] 7]&2 uhishlt.

A 80 J1x]7} QIx|E ArEfo]7] wjEo] HIPAA IZajo]wjA]FA] §hH CCPAOIA vIAE xA|E FHeE 7IYget /EdY 238 A

olA 73k BIAIE RA]Y] WH 2 APA R EAHE =0 s of"d AIAQ =97t AA=Alol sl F=sAl ekl AMd2 gloh
CCPAQ] %9 vlAlE xA|E Aot stwsto] gt Ad Ho £3e shAIg el £3g wel HIPAA majolwx|#4lat GDPRO] A

=Qsh d¥lole 2 HalAo g dhs|n QA ot SHR|9F CCPAZE 742 S AAE & Utk HIPAA Z2fo]HA|ALZ HAIE ZA|H RO

g Ad|Re] HElEE RFES st 7] "ol 7IYEo] AMdA " 71Eo2 gol4d(reasonable)Z AlAIStaL IoH(45 CFR 164.514).
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[Schematic view of the Act on Next-

(1 ) Authorized business operator is responsibie for
Generation Medical Infrastructure]

“-/ anonymeous processing

(2 Passible to collect information from many medical
./ Institutions
. The national govemment authorizes business

Feedbank of value to
(3 operators having appropriate capabiity for anonymous

citizens and medical

instiutions  processing
Analysis of Developme Consultation |\ mesumesme? " Functions enabled in the Act on Next-
quality or nt of new l Generation Medical Infrastructure
cost to effect drtigs
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Discovery of =i
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Medical |Dn (5 A

Information users irformation

Research
Pharmaceutic | institutions
al companies | (university,
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Public processed inforrnation:
administrati 8 ™ |nformation processed
o8 o that the individual
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Anonymously processed information handling

Personal information handling
business aperator (recejver)

business operator (producer)

(11
produce M aarymousty | 2] Provie.  Anonymouely
Persanal L Tr Processed
information d information It [3] Provide
mArt. 36 of the Act Anonymous!
-Para. (1) Proper processing based on the s
[1] staridsce information

“Para. (2) Prevention of leakage of processing
method, etc.-related information

-Para. (3) Disclosire ahligetion upon production
{categories of information) (3]

-Art. 37 of the Act
: Disclosure and explicit statement obligation
upen provision
d explicit

+Para. (4) Disclosure and explicit statement
obligation upon provision

(21

—Disclosure and explicit statement SEIrmation, BIGvIsIon et ods].

+Art. 38 of the Act

*Rare. (5) Operatiog conceming protabition : Operation concerning prohibition against the

against the act of identifying
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*Fd":”"‘?'gfr" against collation with —Prohibition against the act of acquiring
other mioymaton processing method, etc.-related information
+Para. (6) Security control actions, etc. or collating with other information
obligation to strive) “Art. 39 of the Act: Security control actions, etc,

e Take by ko ol By bl
actions, actions for dealing with
complaints, etc.

(obligation to strive)
—Take and voluntarily disdlose security control
actions, actions for dealing with complaints,
etc.
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gldl, o] ¥ASol A
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NEoz AR A, TAH AR
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Commissioner, ©]s} “OAIC"2} Ftt})2 olof B 7ol v]AlE %X|o|
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AR Aze Aol 9RFNE s
7} et

o
2
o)
ol
ol
ih)

2

_||>1r

bl
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