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Nissim et al, “Bridging the Gap Between Computer Science and Legal Approaches to
Privacy,” Harvard Journal of Law & Technology 31, no. 2 (2018)
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- HAMHE™MHEE JAH (reidentification)0| 7ts
- HZXH™H(auxiliary information)2te] HZ& =A(linkage attack)
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o=
- 0|9} BB, AMHIHSM (identifiability)0] T2 =9 CHA

52 mﬁ
IJLI

Sta| &
Aol — > steEe TN omye
=
. AN
Jteixial ojeiKiz]

(pseudonymization) (anonymization)

MG @ SNU Al POLICY INITIATIVE

9|5)



MEIsH0| gl &4 dAe=z FE HIsts 320

=g
- JHQIME IHFM(reconstruction)t HEFH A% o

-

AGE
STATISTIC | GRouP COUNT | MEDIAN | MEAN
1A total population 7 30 38
2 female 430 35 [ ge | sex [ Race | MARITAL STATUS |
2B male 3 30 44
2C black or African American 4 51 48.5 8 F B S
2D white 3 24 24 18 M W S
3A single adults (D) (D) (D) =
3B married adults 4 51 54 ‘ N F w >
4A black or African American female 3 36 36.7 30 M W M
4B black or African American male (D) (D) (D) . 36 F B M
4C white male (D) (D) (D)
4D white female (D) (D) (D) 66 F B M
5A persons under 5 years (D) (D) (D) 84 M B M
5B persons under 18 years (D) (D) (D)
5C persons 64 years or over (D) (D) (D)

Note: Married persons must be 15 or over

Garfinkel et al, “Understanding Database Reconstruction Attacks on Public Data,”
ACM Queue 16, no. 5 (2018)
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L5 Fefotil(“too accurate”) HF EE2(“too many”) Zit s MIots &

Ol At=(Census Bureau)2| AH

20103 QA=A ZIf HIEIOZ 308,745,538EH2| JHoIFE =& Alx

- F&, 44, AHE, 2T, UFE S 46% 0| HESHA =H
o 3MEO Y= MY JfelEEete| Aoz 17% o4 HestA =¥
Membership
Attack
] » (==
1/4/n Vd/n

Dwork et al, “Robust Traceability from Trace Amounts,” 2015 IEEE 56th Annual
Symposium on Foundations of Computer Science. IEEE (2015).
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- XH2 mato|HA|(Differential Privacy)

« AM&l: Terry Gross9| ZHRI™EE £F SO O{Fet= 42 Q0] JieldE H= Anj
SAXZE Egotd A= BEX™EEN A 7|2l (impossibility theorem)

« JE 0Ot M (opt-out scenario)ZE JHIME HT H|Zst= Z0| %M
« XE IEj0[HA|l= SE Ol HZELCt =3 Hol(e) 22 MeEE E= X3

o
- NUEE % 329 QAMEIE F7H(Census Bureau)

Terry Gross2| Atz
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Dwork, Cynthia. “Differential Privacy.” In Automata, Languages and Programming,
edited by Michele Bugliesi, Bart Preneel, Vladimiro Sassone, and Ingo Wegener,
4052:1-12. Berlin, Heidelberg: Springer Berlin Heidelberg, (2006)
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- X2 IZ2IO|HA|(AIZ)
- 90| Q= JHQI™ME 25 XM|Z(formal, quantifiable measure of privacy)
- Holof 95t HEEN = HMAHE HS
. A

1P

, =Xl B X|& (composition theorem)

A
Probability

,__—[F(atio bounded by e€

\ 4

S

Zhu et al, “Preliminary of Differential Privacy,” Differential Privacy and
Applications, Advances in Information Security, vol 69. Springer, Cham (2017)
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« JHQIMEX2|Xt7F FEI0|E (curator) 2AM EOISE MA XM3ste A A

o JHQIMEME|Xt= SY 2 HX(perturbation)stt] ALEXIN X2
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, A. 0.38% (opt-out)
= — 0.42%(e=0.1) (real world; DP)

00

Wood et al, “Differential Privacy: A Primer for a Non-Technical Audience,”
Vanderbilt Journal of Entertainment & Technology Law 21, no. 1 (2018).
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- H3 HIE HAF 2X =M (& L2 MEHZN 0|2 HS JtssiLt HMOIME &8
- 0|z HEXNSOM =25t= (social choice) 2|

Accuracy (1)

——FPF
- - —SWF
O Optimum

5 10
Privacy Loss ( ¢)

Abowd and Schmutte, “An Economic Analysis of Privacy Protection and Statistical
Accuracy as Social Choices,” American Economic Review 109.1 (2019)
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23 (local model)22 X2 JHRI¥EE HZ XF

2 XY
=2 2 (centralized model)2ZE %2 JHQIME ET XE

o O= AFEAIR2 2020HE QAFZAEE X2 JHQI™ME HZ (formal privacy) XS
« 13 U.S.C. §9(a)(2)

Stopped Whole-table Data Formal
publishing

small area data suppression swapping Privacy

1930 1970 1990 2020

Hawes, “Title 13, Differential Privacy, and the 2020 Decennial Census,” New
Mexico SDC Affiliates Meeting and Workshop (2019)
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O|2 (hierarchical mechanisms) %!
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tCHStd CHOH e (Bittau et al, 2017)

AEXtel 22t(Ruggles et al, 2019)
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olYE HSHO| g LI

o JHQIME HoH2 MHAJISHEE (identifiable information) &
« 22| formal, quantifiable measure of privacy =2 =&t
« apst, &t A0 7t ER(Nissim et al, 2018)

- 7tH™E M2|(further processing) 5 Q7CZ EAXY #H

- FHOZ HAE= FEFNee HEMO| gl= S FE (aggregate data)
oIME H3T MHE BEM(Privacy Preserving Data Mining)

SH2 F= NUAZELE XM 0|8, ME S5 11
A
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