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2 S LIRI7F gl AMAOICE %Eﬂéﬁﬁ'— S AIE2 Z™
2 Aolistn Mol HItHEM S ststo] drFA7F FEA =X0f
L o|X|E &471 st7| iZ0|Ct 07| X7|ai=E =~ U= 8t 7t
x| 222 21ZX|s(Artificial Intelligence, Al)O|2H= Al7|&9| &8
O] Al&el Bt ™Mo o J&S |Ae At st= A0|
C. 2t QIZX|S0| AlEe E¥MT Mo 28N Jdgts o0&
10| O M EICHH, RE|= MEE 23X|s AlCHol| A|&O| H 7|52
BHEEY £ AR Totrs HEMA Cjorg R ASHOF STt

ol2{gt ZHe|A0AM, M2CHetu S X5 A O[L|IMEE
(SNU Al Policy Initiative, SAPl)= X[t 2017HEEH QI3X|s £
Ofe| MEIIE =HSI0{ HHMA 0|8 =25tz HHEAE Of
A 7H2'EI3H91 UCLT K|k HIHEA 2= SHEXENE MBS G40
HEEID, 2018 F M23| AHBAREE= Xt 22 eS| &
IME HFst UCH? M2Soietn 13X|s HH O|L|ME|E= O]

ol 3 0|
o[0T QIZX|STt BHE CIFSH =02 SEIA BHO|M 3

— —
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1 oA AL tiFH|= ChSt 2Tt
M3 AHBA: CIZX|s, LD2|E, HAHEESE S24M A x| (Policy Issues
surrounding Al, Algorithms & Privacy)”
H25| ATA: “OIZX|50| AlCH: 7| gHof| 2 M1t 7H| (Artificial Intelligence
Today: Governance and Accountability)”
M35 ALEA: “02HE &5t QIZ XIS HAM: 22|= AIE M2 = AS7H? (Al Policy
for the Future: Can We Trust Al?)”

2 I HHA Pato| FAL OIS 2L
13| ZALZH A http://www.youtube.com/playlist?list=PLOPGilKzhDLQ_a2hMmD
OvxsJn0d-aQco8
H25| A A O|F: https://www.youtube.com/channel/
UCKyxSZOtLB1YvkKM2_Mq8gQ/featured
A AHHA M| FAE CHSTF 2Tt http://sapi.co.kr/workshops/
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K& M O[LME|E= 222l HAIE FTISHHM M| i+~ 8
JH= Ch= =fohisto of NS CHE LAl 1AI1ZE Ol BHXISH0] 7|
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Mol =297t stttz +3e - AEF 2Hd
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AN SO0 S0l 7|2LAS ZElst BE Mo E
HXIE a2l &t 2of HMIXE =50 of\dxt OHEt7EXZ 2
2350 20| A= =27t O|R0E £ JUJYCE 7| ZLHS HHet
Cynthia Dwork W= oIME HS9} H|0|E BM S X3l6t=

O

MEH 7122 de| YHT XS Z2t0o|H{A(differential privacy)2|
ZARtE fHsIC 0120 IE HMHEE 2 BE HEXE A
Al REALD 0|72 HY ARXEE LIEUCE 53] O
AMHZIAO| M= Al Now Institute, Partnership on A2 M7
oz ga| LTl 7|20 ALKE AFXS0| Fofsto] =20 =5
E Sk 7|043f?iﬁf LIOt7} Q13 X|s 20FE MESh= 7|l
GoogledME HHEE FHESI0] LA AlZtE e 4= Q| S
ULt oloi| of2q Hof| AZl 2Etel YA = S+t of M0
=40 Yol FAMXIZ0| Xt2|E LLHFRALCE.

3 AMErHstn M o|LIME|EE 2019 E 520t 119 & Xfafof ZX OlwnﬂOIlHE
L5t U1, o]0l HIF7 Mo 2 Crefst ShaFALES THA(SH D QUL KNS LIS
http://sapi.co.kr/
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LITIGATING ALGORITHMS:

An Al Now Institute Report
Center on Race, Inequality, and the Law
Electronic Frontier Foundation

SEPTEMBER 2018

Al Now InstituteOfiAf 57} Al 2 112| 58 883t Z< Ldth 2Yoi Chsh

Jason Schultz W=
MAIZ|= CHEHQI HRZ
HolHM 304

=AEICZ siget RES 7

350 YYMHoR [olujst 2XHS ¢
Hekd(bias)dt S8 M(fairness)2| 2XE
Ch 07| ME |x|Xte] &

—_l
™
02
r
Q
4
i
=
M
>
=
olr
¥

A 7B 2 ofH AtEio| HEIXL E &E0| =
2X|E AFEIHS JEK| 1 ZHESIACE Jason Schultz m4-= 0[2{8h A=
7t Y SHAQl ZES &Y o QO X2t MUAERL REFY
x| S LISt HEX 2XE OF7 | & USS XIXMSIQICE 0= HE(Xt
ot ARl & H JHX| EZ0| 74| = AEA0f S1tst7| t20|Ct. FALSt
HEHES REHSH Of0FES| otHOIA THEI2 0|2 235|of@ 28| HX|
Q|&0| =Lt TSt Ao| YHX|HM Z= AHE0| STHE|7| = SHQICE.
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Challenges and Opportunities for Al Policymaking

=
S Er% OlAl= COMPASEt= 12|52 EX™MES X Xst
ProPublica®| 20163 EE0|CH2 COMPASE I 1919 EiX| xk0{, A
g A, dA40F B, 7EEDF A H BiH| S2 M

H 7tsds ALs ZAA MY oif S5 FHt

—

2 , Y
SN2 FYote ZYHS E0{ ALIZ AS| X X7t =[St

MFAel HEE Hof Ql7te| EYE 2 o= o= 257 Ao
CIZX|s 7|&0| =1 /Lt Jason Schultz X4= M IPH0||A ¢!
EHF J4S 24010 X|@IAte| MM mitote MH|IAE HSste 7|
AS AIHSIRICES LIOI7L AFZIOILE SQ42 Salf olzte| ™S QIAE
2 QUICIDE stot, 5 S0 M E ALS|IN X5 BHE0{ 2 A|RIO|

1 Dastin, J. (2018) “Amazon scraps secret Al recruiting tool that showed bias against
women” Reuters. https://www.reuters.com/article/us-amazon-com-jobs-automation-
insight-idUSKCN1MKO08G

2 Angwin, J., Larson, J., Surya, M., and Kirchner, L., (2016) “Machine Bias”, ProPublica.
https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-
sentencing

3 HireVue, https://www.hirevue.com/
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‘M ARIRIXIE F7Mo| M BTt &~ Qs A|AEIS EQlstal QICt?
AIE|A AE8X|= ME, CHEMAL {357 Sof| 2850 2 AlTle] A
OjLHSY, 22121 SNS ZAE L, ZIASE S8 2Aoty, 2HFAIE
SHAHL FREE H|EHe 22 AE|H AEX|7t stelsts AR 2iEEt
Ch 2Xl= 0l218t CHst S[AHAH WHYOIM QIBX|S0| L7 E NXIE
2 A, olzto| 0|28t 2SS 2X 35| OlsHE 4 giCh= Ho|Ct.

AN E QIEX|s 7|=2 &80 chst HYMA tHS0| O|F0{X|11 U
7|% SICH O|E £04, Y2[0| F= QUBK|s 7|as S HHHIIE
St 42 UK D HYXA l3Xs2 &8 HIt7t TIED Q
Che AMME DX[E 922t QIZX|50| ofiHst HHO 2 T|HEXIE Hot
St=XIE MY o|RE FO0{otRICLS CHot A 0[2{§h dH Rt 204
EICtD 5o QIZX[s2| MYT7Is-dof| CHEE CHst SHAIZ Q15104 7
=0| 0|2 &¢ = /UEX][= SYESICHL Jason Schultz = XA
SHRIC

Jason Schultz = QIZX|s L2|E0| 25 23siZ abgo|

M G| Y(trade secret)O|Lt MHO| ZH|7t CHFE = 7HA ARHE &

7H5IACES 5 M Al2ll=, OFZta F0f| HFote [ 0H &R Tammy

Dobbs0]| Ciat Zd0|Ct. Tammy Dobbse 212|S0f o|a A- =l 7
ES =

AlZto] U2 HCh= Olfz FHEE U2 288 7oL, €1g
52 MES FER= HT HHS MAISHK| AT MEO|M OFzFa

4 Marr, B., (2019) “Chinese Social Credit Score: Utopian Big Data Bliss or Black Mirror on
Steroids?”, Forbes. https://www.forbes.com/sites/bernardmarr/2019/01/21/chinese-
social-credit-score-utopian-big-data-bliss-or-black-mirror-on-steroids/#5dfbf0e 74808

5 820 ILCS 42/ Artificial Intelligence Video Interview Act

6 Richardson, R., Schultz, J. & Southerland, V. (2019) “Litigating Algorithms 2019 US
Report: New Challenges to Government Use of Algorithmic Decision Systems”, Al Now
Institute, Available at https://ainowinstitute.org/litigatingalgorithms-2019-us.html
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Challenges and Opportunities for Al Policymaking

THEE= Y1252 IUH|U0[BE S 5 QiCtl FESBIYOLE,
e 2|5 BIME WHSIRICE Jason Schultz w4-= I 27
St QIztof His HAFE ZEE= ZHEAIZE A2t O| R0 CHSH XMESH HH
2 HMAIst7| ofFE e ™ KXt

= oo AtlE d2|E0 M2 AAYYE AnE sfuTst 3Estn
WALE CHAS - EX80| nEHE HHE H7|st ASO0|CH L|IF2
JA| Ln2|E2 FY[Hof| siEsty| WEol| 37HE 4~ Sittl &S5
oLt HAZ2 Z8t QAUAZH| LAKIOIA 37HE 4 gl= JYd(Hel
2 12|F0| AFBE[QICHH Ol Z|ASHe| MYUHERIE X|7|X| 42 Z0|1,
OO XA 22 JYH|E 2 E5oty| sy sHnA™E FA
St= 202k THEFSIQICE Jason Schultz na+= O[ME 38d, &Y
Moj| CHEE EX|7t sHAEX| b= $F L5 AMANE LB ofE
St= A2 X|aHofF St K| & SHACY.

7 “When a public agency adopts a policy of making high stakes employment decisions
based on secret algorithms incompatible with minimum due process, the proper remedy
is to overturn the policy, while leaving the trade secrets intact.” (HFT v. HISD, 251
F.Supp.3d 1168 (S.D. Tex. 2017)
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Algorithmic Fairness and
Anti-Discrimination Law

Alice Xiang
Head of Fairness, Transparency, and Accountability Research
Partnership on Al
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Algorithmic Fairness and Anti-Discrimination Law
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1 7} Civil Rights Act of 19642| Title VilE 18 H2tol| A X QI EA |5 #H40f 2
g SXIHCt 42 U.S.C § 2000e-2(a).

2 Fair Housing Act, 0]|= FE{CA|ZHEHE(HUD)2| Disparate Impact Standard, 84 Fed. Reg.
42854 (2019. 8. 19.)
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Algorithmic Fairness and Anti-Discrimination Law

Takeaways

® Legal compatibility is key to employing algorithmic bias mitigation techniqg
practice

® There is a tension between the technical need to consider protected class
attributes in order to mitigate bias and the law’s preference for decision-making
that is blind or neutral to these attributes

® Causality is a key concept in both ML and law that can help distinguish between
different uses of protected class variables

Hopefully make it possible to prevent proliferation of biased algorithms and permit use of bias
mitigation techniques

-G, AFSlA 9} 8 MOE

M2 M (Rhat)
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Sk|= X|™H0| At X|HsHALCEH 2003E Grutter v. Bollingerzt Gratz

CHZOI A O]= AYCHHAS 7HE X|YXE FoHEhol
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& HEg sfaste WS norsto] o] Mo 2 AEsict EF

22 H¥ote AL THEE 20{HAI0] SBE|X| R0t Al
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treatment) Hz|0f|N =

Regents of the University of California v. Bakke, 438 U.S. 265 (1978)

Z2 o L2 7l WZ 2, Grutter v. Bollinger, 539 U.S. 306 (2003) AFz41} Gratz v. Bollinger,
539 U.S. 244 (2003) AFZ40|C}, Grutter AFZA0 M= OJA|ZACHE R 2AZO| QUSHANEO|
EH =R Gratz AHA0 M= DIA|ZACHE 0 SHE USEAPYO| 2MIS|QUCE. OJA|7ACHE m SHE
USIA|ARI2 X|AXIE 1508 HEOE HILSIR = 240152 LLEOZ 20| THAtA
Hofektct.

o
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Algorithmic Fairness and Anti-Discrimination Law

g 4 Attt FHSIUCL F, L02F0| AUB0L JE 22 ES
= HEE HESh= ARl AAHE B SXsts i, 2= He
of Hery 21} Atole] Qlity 01RE FRH 2= HIIstA= Z 0Lt Of
of =M S5 E2E H4-E L1250 E5iHET HefAel
ZY2R9| 2t s S7HAP s Yoz Hih= Hadt #85=X,
e QIS dAaMTls YR S5 =X(0f 2t HA HItE 2

5 Texas Dept. of Housing and Community Affairs v. Inclusive Communities Project, Inc.,
576 U.S. 519 (2015)

6 = 20| CHEH BCF XM LIBE2 AAte] =&¢! Alice Xiang. (2021). “Reconciling Legal
and Technical Approaches to Algorithmic Bias”, Tennessee Law Review, Vol. 88, No.3
(forthcoming)2 &=,
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Competition in the Era of Algorithms: Evolving Law & Policy

IMS

HIBMM2 Q18X 50| A|ZZAHO| O|X|= J&F=of CHEH MY =
O|2 F=HN|Z CIEAULC} LEXIRI Niamh Dunne I4= Q12X|s 12|
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SHHOIA Ot Olfr =2 AZE[=X|, 22|21 FEHO|
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X|HA =0o|2 A|ZSIRCE Niamh Dunne w4= 0|# EhE= 92105t
Of AMHS FEl CHAOZ AMUX|Dt, O{Et ZSHHO|ML| =20 B2

SERIES

FEY dUY 8=2 AIY0IM L12lF2| AF80| 0Lt d&

C 47HX] ALE|2= (1)‘2R 7I2-70[2t= CIAELOMY ALIZ|2, (2)
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Holiots 7tsA7|E AlLER, 4)¥2|E S92l B0l O XM=
HEol| 7| =8t A%(competition on the merits)22 At2| A =l Al
Li2|2E 7t2|7ICt.

R AL2| 2= Ch=of Al HO{XPF €2|E5S XE5H0| 2
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United States v. Topkins, No. 15-201 (N.D. Cal. Apr. 30, 2015)
Calvano, E., Calzolari, G., Denicolo, V., and Pastorello, S. (2019) “Artificial Intelligence
Algorithmic Pricing and Collusion”. Available at http://dx.doi.org/10.2139/ssrn.3304991
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6 Google Search(AdSense) (Case 40411) European Commission Decision of 20 March
2019 (not yet published)
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10 Case AT. 40465 — Asus, Case AT. 40469 — Denon & Marantz, Case AT. 40181 — Philips,
Case AT. 40182 - Pioneer

11 Google Search(Shopping) (Case AT. 39740 — Google Search (Shopping)) European
Commission Decision of 27.6.2017.
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Beyond Competition Law: Options S
for Additional Regulation (I11)

» Need for a ‘New Competition Tool to fill the gaps
within existing competition law framework?

= Currently being considered by EU Commission

* Proposal resembles UK market investigation regime, which
enables CMA to conduct in-depth review of markets ‘not
working well’ to determine if any feature generates ‘adverse
effects on competition’; extensive remedial powers (including
structural separation)

* Again, could be applied to limit or direct use of algorithms by
Big Tech firms

» A (tentative) objection: do current ‘gaps’ in competition regime
potentially exist for good reasons?!

b 207t M22 ZHES SYUSH SN, AYTFA} El2| FEAE DSk & AUFLICH |

o MFZ0| &flofl =& BHA ME2 L2 =2 ZFHSI0] XAF H|
E2 2rl(self-preferencing)st== M 22|52 &1
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CHH £2|0] L12[F0| FHS Zatet = ALt HAUTE
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= ERE0| E1, mefA & S & 2l
siAM= Luz|Eof chigh ofah7h LTEILt. §3| JHEXZF OEH &g
&2 RSN tist BE 7|eXel RS niefsty 57| Hrih=s,
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4 FQ LHE2 Ct31k 2L Al applications must (1) be socially beneficial, (2) avoid creating
or reinforcing unfair bias, (3) be built and tested for safety, (4) be accountable to people, (5)
incorporate privacy design principles, (6) uphold high standards of scientific excellence,
(7) be made available for uses that accord with these principles. Al applications will
not pursue (1) technologies that cause overall harm, (2) technologies whose principal
purpose is to cause injury to people, (3) surveillance violating international norms,

(4) technologies whose purpose violate international law and human rights. https://
ai.google/principles/
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5 Kim, B., Wattenberg, M., Gilmer, J., Cai, C., Wexler, J., Vlegas, F., & savres, R. (2018).
“Interpretability Beyond Feature Attribution: Quantitative Testing with Concept Activation
Vectors (TCAV)”, Proceedings of the 35th International Conference on Machine Learning,
in PMLR

6 https://ai.google/responsibilities/responsible-ai-practices/
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The outcome of any analysis is essentially equally likely,
independent of whether any individual joins, or refrains from
joining, the dataset.
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2 DALENIUS, T. (1977), Towards a methodology for statistical disclosure control. Statistik
Tidskrift, Vol. 15, 429-444, 21

3 Cynthia Dwork I'L—’.\—‘.: 0| Ho|7t ¢55to| Semantic Security?t Z2 {02t MLt
Semantically securedt AEH|H= S22 RE| YR20| 25t 2A|7Hs8Hnegligible)

HEE F5Y £ U= ASHAIE 2l0|EH
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o|gtct. 71 40| LS &HE0| 50%Q! STt 50.1%Q! SF0| /Ct
M 0| M2 UEXHOR BN g SERXS= MO FABH| ME
off 13] £ =3[9 2 X7 Zugt te2= o™ STHS HEl A2l
X & =+ gl Aot 22 2|0|Ct ol2{5t Co|EH[o| AL EMg oty d
(stability)0[2t11 FE3isH=C|* O|= Cl|O|E{Al0] ZEHEl Xto| Z2t0[HAIE
HESH #ot ofL|2t HAl2{d etofl M= & EHover-fitting)g Y X|SH=

Ao = defX QICtS

Cynthia Dwork W= xS Z2I0[HA|Q| ~&HA Folof CHaiM =
MEHSIQICE 7H2F5| Qb5 BE M2 2= QTS O|o|E{All x, yoot
4 HlO|EAlofl EFQlg EstA7|= FRet OZX| 22 Z2 ZAUZI0| UHEHOR” ALSICH=

Fxlolct.
5 &, 8k H|0|E{All(training set)zt A& C|0|E{All(test set)0| AFSHCHH(QFEE 0|2t3) &t
HIOIE1“'° o|gdl a5t DHO| AlE ClO[E{MOIM & Zt=E ZI0|CH OEX| b2 42
& Cllo|E{ o] 2HgkEl Z30|ch
6 | Aol A AE et 20| Q10| ZEE|[AE=X] 0{28He H|2lotH eteis| SUsHHo|E M
X5t Zdo|ct,

Session 5 - Cynthia Dwork 45



SlHOlE{Qt TRl E HS: XIS

Za}0[H{ A2t 2Oi017}?

46

L= A0t SO thsto] of2Hel =S 2HESHH e-privacyE 2HESHCE’

PrIM(x)0ilA SE 22 < e*PriM(y)0l A SE 2t

>

Of&tel FolojM e2 Z20|HA| &
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ot &4 2 ALZS HEE0| It SHE= 442 A=t

Cynthia Dwork == 0|0{A XtS ZE2I0|HAIE 35t +HA
Ol gtHol at=ZatA Of|7{L|&(Laplace Noise Addition)S AMH35HQILCY.
2fZ2tA HFLIEE 2410] ZHQI™E S| BIZt = (sensitivity)/e A=01| H]
St E HYE 2tEetA BEE2REH WM 2ol Lo|=E gt
L5t HAE ZAutE o|8XIof|A| Mot 7|HE 7t2|ZICt o2t =
O|=E 0= AlFo| Cfgh AlX|of wat X|9A 2 E(ocal model)dt &
U5 D= (centralized model)2 #FEE = UL X|9H ZEHE2 S240]
HE CIHIO|ANAM HZE JHQIHET MHEZ £ZEICHHE 0| Q8 £
Zo[ct JBfst Mo FEFAQ| JHIGE7L 2 MHE SFE F

7 Dwork C., McSherry F., Nissim K., Smith A. (2006) Calibrating Noise to Sensitivity in
Private Data Analysis. In: Halevi S., Rabin T. (eds) Theory of Cryptography. TCC 2006.
Lecture Notes in Computer Science, Vol. 3876. Springer, Berlin, Heidelberg.
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Randomized Aggregatable Privacy
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https://policies.google.com/technologies/anonymization?hl=ko
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2 42 Ho|EH|0|AS| £&0| StotA Z0|2ta FESAULE
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(willingness to pay for data accuracy with increased privacy loss)”’&
Eole YA 2|xo| Al sl &2 4 QCtn FHSIUCH
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{010 2ret Y= LR X5 SHHAM T HIO|EH|0[A EMS 7Hs5HA
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10 Abowd, J., Schmutte, |. (2019) “An economic analysis of privacy protection and
statistical accuracy as social choices”, American Economic Review, Vol. 109, No.1, pp
171, 194-197.
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3 [E et IieIHE HSANoZ 34 H32 Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation) O|Ct.
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5. Alternative model:
externalities with a moral
twist
* Discrete externality (micro; personal)
— For harms, ex post resolution, abstract standards, impact assessment
«  Systemic externality (macro; societal)
— Negative
* Substitution effect in jobs
* Privacy
— Positive

* Complementarity effect, Generative or General Purpose technologies

— For harms, more ex ante, prescriptive, impact assessment
*  « Existernality » (global; existential)
— Negative: existential risk (Terminator)
— Positive: pure human enhancement
— For harms, more ex ante, proscriptive, deontological (no impact assessment or
fat tail risks)
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X5 Yol o€ M8 4 JUASK(0f TSt SEHS ¥S = UCkD gt
HFSIICE £3], O 2o AMS EH WSS o|Fst 7[= g™
E Ql7tel s HSIE M2ts = 4 Ut stHN, HEIAE =3
O| ElCtT HQYCt 19 SA|0]| OFA|R2Z 7t 7|0 CHaH 2t 0|X| =, H]
ZHOIX| = 22 FEUA UES FolUCts BS Z=XSIQICE OtA[Z Tt
“‘Runaround’2t= 2M0M FE6l= “28 3REY0| Ho| ofM 2 Hetot
7| gt =Y, Q17t0] BHE 2 H|TH 7|& #0to] ofL|2t AT
LIR&Ql @20t Qg = S =+ AUSS XIHEIHAM =2|2 Ot 2[oIULCE

4 EX 339 82 L3t 2ot
1. A robot may not injure a human being or, through inaction, allow a human being to
come to harm.
2. A robot must obey the orders given it by human beings except where such orders
would conflict with the First Law.
3. A robot must protect its own existence as long as such protection does not conflict
with the First or Second Laws.
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Conclusions

Disclosure is often of high social value
Gaming is harder than the rhetoric suggests

Principal-agent problems are common

Algorithm performance is determined by accuracy (noisiness of proxies),

FP/FN trade-offs and gaming/TS.

Even when gaming is possible, it's sometimes less socially costly than
algorithmic secrecy

Secrecy should not be the default policy choice
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