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131

16 Paul M. Schwartz & Daniel J. Solove, “The Pl Problem: Privacy and a New Concept of
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18 Irit Dinur and Kobbi Nissim, “Revealing information while preserving privacy”, Revealing

information while preserving privacy 202, 202-204 (2003).

19 Homer et al,, “Resolving Individuals Contributing Trace Amounts of DNA to Highly
Complex Mixtures Using High-Density SNP Genotyping Microarrays®, 4(8) PLoS
genetics 1, 7-9 (2008).
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Arvind Narayanan and Vitaly Shmatikov, “Robust De-Anonymization of Large Sparse
Datasets”, 2008 IEEE Symposium on Security and Privacy, 111, 118-123 (2008). 0|2
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Statistic Group Count Median Age Mean Age
1A Total Population 7 30 38
2A Female 4 30 33.5
2B Male 3 30 44
2C Black 4 51 48.5
2D White 3 24 24
3A Single Adults D) D) D)
3B Married Adults 4 51 54
4A Black Female 3 36 36.7
4B Black Male D) D) D)
4C White Male D) D) D)
4D White Female (D) (D) (D)
5A Person Under 5 Years (D) (D) (D)
5B Person Under 18 Years (D) (D) (D)
5C Person 64 Years Or Over (D) D) D)

<E1> 917 57 Y2

Age Sex Race Marital Status

8 F B S

18 M W S
24 F W S
30 M W M
36 F B M
66 F B M
84 M B M

21 0|2 QIZ3t Y, LIo|, 2= 0fF S0| Zetel 7Hebol Azt 22X o2 0tAZ 7|H0|
AEE|RALE Simson L. Garfinkel et al., “Understanding Database Reconstruction Attacks
on Public Data”, 16(5) ACM Queue 1, 6-17 (2018).

22 <H 2>9| LH-‘Ro <H 1>

r

0= QIFZRAIZOIM Z[20f| Rlsh A2 MM 42| A 7540

CHaH =elsh =RALE o] H&of 2ot 1

0|835}0f Hgto] 0|F0{Tl 2010 QI ZALS| Zut=RE] 308,745,583H

712 46%01l E5t= 142,000,000F 2| HE |0l Cigt 7HRI™ BTt

SUE|RACE 22|10 HAFoM2f f7te| RXK+1H) 7hs K| Zetstod

& O g7 DedstH, 71%0f| EHot= 219,000,000 2| & & 3=#|0f| CHsH

JHOI™ Ho| 210] 7Hs5HQICt. EESE 138,000,000 (45%)2] 7HOIE E 7t

HUM oz S HO[EH|0|AE Sdlf AZATHSSIUL, 0] S0i|lA 38%¢!

52,000,000E2| HE A0 CisiiM= LI E2| &l0| 7Hs AL,

Olet 22 HE =@lo| 7t5d 22 2lsf, HI0|E] O|EX}0l|AH| &F +F 0[&<]

H|0[E{7F MISEICHH O|=R2E TA| G|O|E{H[0]A2] LIEO]

2 = A7l 2ol 2= Z2fo|HA| Esi7t EMEHA 2

= AIZE QICh24

Z0iM, M EE ES9f o0|7f st M o= AEE

HEEE S AMEst H7AHS0| LIEHHTE2S Cynthia

0-” 5t _/'\_8_|_| 7HL.=|O| X—IEIQ” OIO-I Oo}- 0:|o|'
SE(utility)2] &Mojzt=

%E.Ef E.’F_EE(auxiliary information)2| 7184 2 SN =E 12{5l04

NEHE S sliof & A= HUCH?6 4= H|0|E O|8XHol|AH MSEl
ANEZREH Y YEFAH o HAE M2 YEE FE6 LXK RIS st
Ao 7|ERe 2= TEl0|HA| ES7F SE6HK| 42 4= ULt BT E5],
i

M22 ZEo| FS7tsds =0Fe BRI EME 7t540| 17| W=

WEk(data swapping) Q| Y S

Jin}Eﬂ ChZ| B35}

H'E’!ﬁ”é*ol Ot Z42IX| 2 EH = Of3l5t7| ?{sl, 7+t
EXE Wl EE ERet 70|87t ClO[E] O] XtofA

23 Michael Hawes, “Title 13, Differential Privacy, and the 2020 Decennial Census’, Title 13,
Differential Privacy, and the 2020 Decennial Census (2019. 11. 13.), 11-19.

24 “Too many statistics published too accurately from a confidential database exposes the
entire database with near certainty.”"John M. Abowd, “The U.S. Census Bureau Adopts
Differential Privacy”, 24th ACM SIGKDD Conference on Knowledge Discovery and Data
Mining (2018. 8. 23)), 9.

25 Nissim et al,, supra note 2, 697-699

26 Cynthia Dwork 1= CFS2| 2|28 H|7[5IRICE “What constitutes a failure to preserve
privacy? What is the power of the adversary whose goal it is to compromise privacy?
What auxiliary information is available to the adversary (newspapers, medical studies,
labor statistics) even without access to the database in question? Of course, utility also
requires formal treatment, as releasing no information or only random noise clearly does
not compromise privacy”.
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31 John M. Abowd and lan M. Schmutte, “An economic analysis of privacy protection and
statistical accuracy as social choices”, 109.1 American Economic Review 171, 194-197
(2019).

Rz Z2to[H{Al2] THsYat A 15



16

Accuracy(l)

— PF
---- SWF
O Optimum

-10 | |
0 5 10

Privacy Loss(€)

2 /MgH2e2 = A M7 LIES 0183104

O|F01E & 9A'Ef 4 e Ho]E ZRIET} Xﬁﬂ E71I 20| 0[X|= Geks

cllo|E{t[o]A0) Ef71 7H7H°._|01| 2t HEILE iﬁl
Ag YWX[str| 25 ZdOIEf.
= EE|=X| Attoto] 0|2
I2LO|H{Al 01|*f01| 25t 131 5to1, &
OlY MSEX| F== SHISHh

DP 7HE0| HA|El o] 2 J0i| 25t 0|2X HE1t Hehs 9ISt =20
X&XM o= o|FOIRILL O|E S0, 7k22A H7FLIE(Gaussian mechanism)2
e ot BAE Hant 2is
E5t01(noise addition) HZ&El Z1HE H|0|E O|X[0|[A| MBS 4= UL
2tE2tA HFHLIE(Laplace mechanism)2| A0 24H0] 7RI =9
BIZ = (sensitivity)/e &= H|ot= S HFYE 2tE22tA 2E=RE Mdst

Yoo &3S Ti5to] HEE ZIHE O|8X oA MSE = ATHIE 4]%

HRlz 7teL 2E28E 44t ol E5S

32 John M. Abowd and lan M. Schmutte, id, 171-174.
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